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CnoBHaAa opraHuU3auma NnamaTu
32-0uT. 64-0OuT.

m Ajpeca yKasbiBaloT
pacnono}eHue B banTax

= Appec nepsoro 6aiiTa B cnoBe

= Appeca nocsnenoBaTesibHbIX CN0OB
pasnnyatotca Ha 4 (32-6uTHbie) nnn
8 (64-6uTHbIE)
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ELWE MmallMHHbIN YPpOBEHb
ynpas/sieHue U CN0XKHble AaHHble

m Maccusbl

[ " OpgHomepHble

" MHoromepHble (MaccMBbl MacCMBOB)
" MHoOroypoBHeBble

m CTpyKTypbI
" PasmelwieHune
= JlocTtyn
" BblpaBHUBaAHUE
m O6bveauHeHus
m PacnpepgeneHue namatu

m O nepenonHeHunu bydepa



PasmelneHne maccuBoB

m OcCHOBHble NpUHUUNDI
T A[L];
" Maccus gaHHbIX TMNa T v AINHHLI L
" Bn/OTHYIO 3aHATbIN pparmeHT AnnHon L * sizeof (T) 6ant

char string[12];
X x+12
int val[5]; T
X X+4 X+8 x+12 X+ 16 x+ 20
double a[3];
| |
X X+8 x+16 X+ 24
char *p[3]; * }

X X+8 xX+16 X+ 24



JlocTyn K maccuBy

m OCHOBHble NPpUHUUNDbI
T A[L];
" MaccuB gaHHbIX TMNa T v annHoum L

" aeHTUUKATOP A MOKHO MCMONb30BaTb KaK YKa3aTe/lb HAa 9N1EMEHT C
nHaekcom 0: Type T*

int val[5]; 1 | S | 2 | 1 | 3
X x+4 X+ 8 xX+12 x+16 x+20
m O6bpaweHne Tun 3HaueHue
val[4] int 3
val int * X
val+l int * x+4
&val[2] int * X+ 8
val[5] int 7
* (val+l) int 5

val + i int * X+4ij



Npumep maccusa

#define ZLEN 5
typedef int zip dig[ZLEN];

zip digemu = { 1, 5, 2, 1, 3 };
zip digmit = { 0, 2, 1, 3, 9 };
zip digucb = { 9, 4, 7, 2, 0 };
zip dig cmu; } 1 | 5 | 2 | 1 | 3

16 20 24 28 32 36
zip dig mit; o | 2 [ 1 | 3 } 9

36 40 44 48 52 56
zip _dig ucb; } 9 | 4 | 7 | 2 | ©

56 60 64 68 72 76

m O6basneHue “zip dig cmu’ akBMBaneHTHo “int cmu[5]”
m [Mamartb 3aHumaerca 6sn1o0kamu no 20 6aiMT BNNOTHYIO?

" BbinosHeHWe B 0bLEem cnyyae He rapaHTupyetcs!



[Mpumep AocTtyna K maccuBy

zip dig cmu; } 1 [ 5 | 2 | 1 | 3

16 20 24 28 32 36

int get digit

(zip dig z, int digit)
{

return z[digit];
} B B $rdi - HayanbHbIN

agpec maccmBa

x86-64 m B%rsi - uHAEKc maccuBa
# %rdi = =z m Llenesou agpec
# %rsi = digit 4*%rdi + %rsi
movl (%rdi,%rsi,4), %eax # z[digit]
m O6paweHune K namaTn

$rdi, %$rsi,h4)



Npumep uUKAa C MaCCUBOM

void zincr(zip dig z) {
size t 1i;
for (i = 0; i < ZLEN; i++)
z[1]++;
}
# $rdi = z
movl S0, %eax i=0
Jjmp .L3 goto middle
.L4: loop:

addl $1, (%rdi,%rax,4)
addg $1, %rax

3= HH H I H I
m
+
+

.L3: middle
cmpq $4, %$rax i: 4
jbe .L4 if <=, goto loop

rep; ret




MHoOromepHblie maccuBbl MAaCCUBOB

m Ob6basneHue

A[O][O0] e o « A[O][C-1]
T A[R] [C];

" 2D maccuB gaHHbIX TUNA T : :
" R cTpok, Cctonbuos . .

" 3nemeHT TMNA T aanHoun K 6ant
A[R-1][0] e e ¢ A[R-1][C-1]

m Pa3smep maccusa
= R*C*K6bant

m OpraHusauyms

" [loCcTpoYyHOe ynopagoyeHue

int A[R] [C];

A A A A A A
[O] e o o [0] [1] e o o [1] ° ° ° [R—l] e o o [R—l]
[0] [C-1]] [O] [C-1] [0] [C-1]

A

4*R*C 6aunT

\ 4



Npumep maccmsa maccmsoB

#define PCOUNT 4
zip dig pgh[PCOUNT] =
{{1I 5/ 2/ 0/ 6}I
{1/ 5/ 2/ 1/ 3 }/
{1/ 5/ 2/ 1/ 7 }/
{1, 5, 2, 2, 1 1}};
2ip dig  |4l5(2l0l6|1|5|2|1|3|1]5]|2|1|7|1|5]2]2]|1
pgh[4];

76 96 116 136 156

m “zip dig pgh[4]” skeuBaneHtHo “int pgh[4][5]"
" epemeHHas pgh: Maccus 13 4 31-TOB, Pa3MeLLEHHbIX BMAOTHYIO

= Ka)kAablK 3T-T maccmB 13 5 int-oB, pa3ameLlEéHHbIX BNAOTHYIO

m [apaHTUpyeTca ‘mocTpouyHoe  pasmelieHue
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[locTyn K CTPOKe maccuBa MacCMBOB

m CTpoKu, cocrtasnaowime maccms
" A[i] —maccus mn3 C anemeHTOoB

= Kaxkabl anemeHT TNA T anivHon K 6anT

" HayanbHbiMagpec A + | *(C*K)

int A[R] [C];

e——— A[O]

—

A
[O] oo o
[0]

A

[0]
[C-1]

—— A[1]

—

A
[i] | oo

[0]

[1]
[C-1]

A+ (1*C*4)

— A[R-1] —s

A
[R-1]
[0]

A
[R-1]
[C-1]

A+ ((R-1) *C*4)

1



J1oCTyn K aNiemeHTaMm MmaccmBa MmacCUBOB

B J/1eMeHTbl maccuBa

= A[i][3j] anemeHTbl TMNA T, annHom K bytes
= AapecA + i*(C*K)+ j*K=A+(i*C+ j)*K

int A[R] [C];

e—— A[0] — f— A[i] — ¢e——— A[R-1] —
A A A A A
[0] L) [O] [@ © @ | @0 | [i] eoee | o o |[R-1]| eee |[[R-1]
[0] [C-1] []] [0] [C-1]

A A+ (1*C*4) x A+ ((R-1) *C*4)

A+ (i*C*4) + (§*4)



NMpumep mMHOroyposHeBOro maccmsa

zip dig emu = { 1, 5, 2, 1, 3 }; m [lepemeHHas univ - maccus
zip dig mit = { 0, 2, 1, 3, 9 }; W3 3-X 3/1-TOB
zip_dig ucb = { 9, 4, 7, 2, 0 }; m  Kaxkablii an-1 — yKasatenb
#define UCOUNT 3 " 8bant
int *univ[UCOUNT] = {mit, cmu, ucb}; |m Kaxablii yKa3biBaeT Ha
maccuB int-oB
cmu
} 1 2 1 3
univ
16 20 24 28 32 36
160 —| 36 mit
} 0 1 3 9
168 — 16
36 4 44 4 2
178 — 56 ucb 0 8 > 56
{/} 9 7 2 0
56 60 64 68 72 76
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[locTyn K 3aiIeMmeHTaM MHOroypoBHeBOro
MaccuBa

int get univ digit
(size t index, size t digit)
{

return univ[index] [digit];

}

salq $2, %rsi # 4*digit

addg univ(,%rdi,8), %rsi # p = univ[index] + 4*digit
movl $rsi) , %eax # return *p

ret

m BbluncneHua
= [Joctyn K afiemeHTy Mem [Mem [univ+8*index]+4*digit]
= Heobxoaumbl ABa obpalleHnAa K NnamaTu
= [lepBoe fa€T yKa3aTe/lb Ha MAaCCUB-CTPOKY
= Cnepyrouee 4OCTynaeTcA K 3/1eMeHTY B MaccmBe

14



ObpalleHna K 31eMmeHTaM MacCUBOB

Maccus maccmeosB MHoOroyposHeBbi MaccuB
int get pgh digit int get univ digit
(size t index, size t digit) (size t index, size t digit)
{ {
return pgh[index] [digit]; return univ[index] [digit];
} }
i W - N N W .
univ | I | | I |
1|/5(2|0|6|1(5[2|1|3|1|5]|2|1|7]1|5]|2]|2]|1 160__%16 20 24 28 32 36
[ o | 2 [ 1 | 3 [ 9 |
168 — 16 I [ I I I 1
76 96 116 136 156 176 —1{56 @_ uep 3° 40 44 48 2 56
‘\__/% 9 % 4 { 7 % 2 % 0 {

56 60 64 68 72 76

ObpauweHuna BbIraaaT oguHakoso B Cu,
HO BblYMCNEHNE a4 PECOB PA3INYAETCA:

Mem|[pgh+20*index+4*dig] Mem[Mem[univ+4*index]+4*dig]

15




Kop
maTpuubl N x N

m PukcuposaHHble
pa3mepbl

" 3HayeHue N U3BeCTHO npu
KOMNUAAumMmn

m [lepemeHHble pa3mepbl,
ABHOEe MHAEKCUpOoBaHUe

" TpaaMUMOHHbIN crnocob

peannsaumm gMHaMmU4ecKkux
MaCCUBOB

m [lepemeHHble pa3mepbl,
HeABHOe
UHAEKCUpPOoBaHUe

" [logpaepr*unsaeTca gcc

#define N 16

typedef int fix matrix[N] [N];

/* HNonyunre snemeHT al[i] [j] */

int fix ele(fix matrix a,
size t i, size t j)

{

return af[i] []];

}

#define IDX(n, i, j) ((L)*(n)+(3))
/* NonyumrTe snemenT al[i] [j] */
int vec ele(size t n, int *a,
size t i, size t j)
{
return a[IDX(n,i,Jj)];
}

/* Nonyunre snemeHT al[i] [j] */
int var ele(size t n, int a[n][n],
size t i, size t j) {
return af[i] []]’

}

16



Joctyn K matpuue 16 x 16

E D/1emMmeHTbl MacCcuUBa
= Agpec A + i*(C*K)+ j*K
= C=16,K=4

/* Nonyunre snemeHT al[i] [j] */

return af[i] []]’

}

int fix ele(fix matrix a, size t i, size t j) {

salqg $6, %rsi
addqg srsi, 3rdi
movl $rdi,%rdx,4), %eax

ret

# a in %rdi, i in %rsi, j in %rdx

# 64*i
# a + 64*i
# M[a + 64*1i + 4%*j]

17



Aoctyn K matpuue n X n

HE D/1emMmeHTbl MacCUBa
= Agpec A + i*(C*K)+ j*K
" C=n,K=4

" HeobxoAMMO LENOYUCNIEHHOE YMHOMKEHUE

/* HNonyunre 3nemeHT al[i] [j] */

{

return af[i] []]’

}

int var ele(size t n, int a[n][n], size t i, size_ t j)

# n in %rdi, a in %rsi, i in %$rdx, j in %rcx

ret

imulqg $rdx, %rdi # n*i
leaq %rsi,%rdi,4), %rax # a + 4*n*i
movl $rax,%rcx,4), %Seax # a + 4*n*i + 4*j

18



ELWE MmallMHHbIN YPpOBEHb
ynpas/sieHue U CN0XKHble AaHHble

m MaccuBbl
" OpgHomepHble
" MHoromepHble (MaccMBbl MacCMBOB)
" MHoOroypoBHeBble

m CTpyKTypbI

" PasmelwieHune

= [octyn
" BblpaBHUBaAHUE
m O6bveauHeHus
m PacnpepgeneHue namatu

m O nepenonHeHunu bydepa
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Pa3melleHue CTPYKTYpbLI

r
struct rec {
int a[4]; M
size t i; a i next
Y struct rec *next; 0 16 Y 32

m CTpyKTypa npeacraBafeTca y4acTKOM NamaTH

= [locTaToO4yHO 60nblIMM ANA pa3MeLL,EeHUA BCeX NONEU

m Mona pasmelueHbl B nopaaKke o6vaBneHns

= [Nlake ecM UHOM NOPAAOK AAcT 6onee NNOTHOE pasmellieHne

m Komnunartop onpepensaer obwmnm pasmep u pasmeLieHue noneu

" MaLKUHHDbIA KOg He umeeT NpeacTaB/eHUA O CTPYKTypaX MCXOAHOro Koaa

20



Co3aaHue yKa3aTena Ha noae CTPYKTypbl

struct rec {
int a[4];
size t 1i;
struct rec *next;

};

m Co3paHue yKasaTtena Ha
nose CTPyKTypbl
= CaBur KaXXaoro nonsd ot
Ha4ya/la CTPYKTYpPbI

BbIYNCNAETCA NPU
KOMNMNAauunu

" CyutaeTcAKakr + 4*idx

r r+4*idx
a i next
0 16 24 32

int *get ap
(struct rec *r, size t idx)
{

return &r->a[idx];

}

# r in %rdi, idx in %rsi
leag (%rdi,%rsi,4), Srax
ret

21



struct rec {

int a[3];
[Mpoxopn CBA3HOro CNUCKa ot alsl
struct rec *next;
m Kop Cu ) " *
r 7
void set val M !
(struct rec *r, int wval) a i next
{
24 32
while (r) { 0 I 16
int i = r->i; d/1IeMeHT 1
r->al[i] = val;
} } $rdi r
grsi val
.L11: # loop:
movslg 16 (%rdi), %rax # i = M[r+l6]
movl %esi, (%rdi,%rax,4) # M[r+4*i] = wval
movq 24 ($rdi) , %rdi # r = M[r+24]
testqg rdi, %rdi # [IpoBepka r
jne .L11 # if '=0 goto loop

22



CTPYKTYpbl 1 BblpaBHUBaHUE

m /[laHHble 6e3 BbipaBHMBAHUA

struct S1 {

: : char c;
c 1[0] i[1] v int i[2];
p ptl p+5 p+9 pt+17 double v;
} *ps
m /[laHHble c BbipaBHUBaHUEM
= EcAm npoCcTOM TUN AQHHbIX - AnAnHOM K 6anT
" To agpeca A0NXKHbI 6bITb KpaTHbI K
p+0 pt+4 p+8 pt+16 pt+24
KpatHo 4 KpatHo 8
KpatHo 8 KpatHo 8

23



MpuHUMNbI BbipaBHUBAHUA

m BblpoBHeHHble AaHHble
= Ecam npocTon TUN AAHHbIX - AnnHon K 6aurT,...
= _..TO agpec AonKeH bbITb KpaTeH K
= (06Aa3aTenbHO HAa HEKOTOPbLIX MAaLUMHaX, PEKOMEHA0BaHO Ha X86-64

m 3ayem BblpaBHUBATb AAdHHbIE

= JlocTyn B namATb NPOMU3BOANTCA BbIPOBHEHHbIMM pparmeHTamm no 4
nnn 8 6anT (B 3aBUCUMOCTU OT CUCTEMbI)

= HeadpeKTnBHO obpallleHMe K SINeMEHTY AaHHbIX, NepeceKkaroLemy
rpaHuLy YeTBEPHOro C/10Ba

= PaboTa BUPTYaNibHOM NAaMATU PE3KO YCNOXKHAETCA AN dNEeMEHTA
NAHHbIX Haxo4ALWerocs B 2-X CTPaHULAX

m Komnunartop

= [1nA NpaBMUAbHOIO BbipaBHUBAHUA Nonei A06aBASET B CTPYKTYPY 3a30pbl

24



BapuaHTtbl BbipaBHMBaHUA (x86-64)

1 6aurT: char, ...

= Jltobomn appec

2 6aunTa: short, ...

= 1 mnagwnm 6ut agpeca fonxeH bbiTb Hynesbim 02

4 6amuTta: int, float, ...

= 2 mnagwmnx buta agpeca AoKHbl bbITb Hynesbimn 002
8 6auT: double, long, char *,..

= 3 mnagwux 6uta agpeca AonKHbl bbITb HyneBbimu 0002

16 6auT: long double (GCC on Linux)

= 4 mnagwunx buta agpeca A0NXKHbI 6bITb HyneBbimn 00002

25



BbipaBHMBaHMe CTPYKTYp

m BHyTpM CTPYKTYpbI:

struct S1 {

" BblpaBHMBaETCFl Kaxgoe noje char c;

m Pasmeuw,eHue Bceu CTPYKTYpbI

int 1[2];
double v;

= CTpyKTypa BbipaBHMBAETCA Ha rpaHuuy K 6anT } *p;

= K = KpynHeilwee BbipaBHUBAHME cpean BCeX Nonen

" HayanbHbIKM agpec n paamep CTPYKTYPbI A0AXKHbI ObITb KpaTHbI K

m [pumep:

" K=38,un3-3anonadouble

pt0 pt4

1

KpaTHO 4

KpaTHO 8

p+8

ptl6 pt24

I

KpaTHO 8

KpaTHO 8

26



BbipaBHMBaHUe BCei CTPYKTYpPbI

m [na KpynHenwero BbipaBHUBaHUA K

m Pasmep Bcen CTpyKTypbl KpaTteH K

struct S2 {
double v;
int i[2];
char c;

} *ps

i[0]

i[1]

I

pt+16 pt24

/

KpaTtHO K=8

27



MaccuB CTPYKTYp

struct S2 {

m Pasmep Bceu CTPYKTypbI double v;
KpaTeH K int 1[2];
char c;
m BbipaBHMBaeTca Kaxabin } a[10];
3/1eMeHT MaccuBa
a[0] a[l] al[2] o
a+0 a+24 a+48 a+72
v i[o0] if1]
a+24 a+32 a+40

28



struct S3 {

AocCTyn K a/ieMmeHTamMm maccuBa | short iy

float v;
short j;
} a[l0];

m Bbiuucautb casur B maccuse 12*idx

" sizeof (S3), BkAOYaAA 3aMNONHUTENN BblPaBHMBAHUA
m [lone j cABMHYTO HA 8 OT Hayana CTPYKTypblI
m Accembnep pacr caBur a+8

" BbINO/IHAETCA NPU PeJaKTUPOBaHNM cBSA3EN (TMHKOBKE)

al[0] o o o a[idx] o o o

a+0 a+l2 a+l2*idx

I 2 coivs I NS - 551

a+12*idx a+12*idx+8

short get j(int idx)

( # %rdi = idx

leaqg (%rdi,%rdi,2),%rax # 3*idx

return a[idx].j;
[ 1.3 movzwl a+8(,%rax,4) ,%eax

}




JDKOHOMMA NPOCTPAHCTBA

m MomecTum BHauyane ANMHHbIE AaHHbIE

struct S4 { struct S5 {
char c; int 1i;
int 1i; - char c;
char d; char d;

} *ps } *p;

m Pesynbrar (K=4)

i c| d PAELE
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" OpgHomepHble
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PasmeweHne o6beanHeHUN

m Pasmelaerca Kak Hanbonblnim anemeHT

union Ul {
char c;
int i[2];
double v;
} *up;

struct S1 {
char c;
int i[2];
double v;
} *sp;

sp+0 sp+4

sp+8

i[0] i[1]
v
up+0 up+4 up+8
sp+16

sp+24

32



Joctyn K butosbim Habopam

typedef union {
float £;
unsigned u;

} bit float t;

float bit2float (unsigned u)

{
bit float t arg;
arg.u = u;
return arg.f;

}

unsigned float2bit (float f)

{
bit float t arg;
arg.f = £;
return arg.u;

}

Cosnapaerc (float)u?

CoBnapaetrc (unsigned) f?

33



CBopakKa

m Maccusbl B Cu
u Pa3MELLI,6HMe B NMaMATU BMNIOTHYIO
" YaoBneTBOpAOT TPeboBaHMAM MO BbiPaBHMBAHUIO
" YKaszaTeab Ha NepBblin SNEMEHT
" [paHUUbl HEe KOHTPONUPYIOTCA

m CTpyKTypbI
= Pa3smeuwaet 6anNTbl B 3aNpOLLIEHHOM NMopsaKe

- 3a30pr B cepeagnHe U KoHue anA sblpaBHMUMBAHUA

m O6bveauHeHus

" [lons HaNoXeHbl APYr Ha Apyra
" Cnocob 0bonTn cMcTemy KOHTPOAA TUNOB

34



ELWE MmallMHHbIN YPpOBEHb
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" MHoOroypoBHeBble
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PacnpepeneHue namatu

X86-64 Linux

m Stack (cTek)

OOOO7FFFFFFFFFFF

= CTek BpemMeHu ucnoaHeHuna (makc. SMB)

- Hanpwv\ep, JIOKAJIbHblE NepemMeHHbIE U MNMapaMeETpPbI

m Heap (Kyua)

= IMHaMWYECKU 3aHUMAEeMOe NPOCTPAHCTBO

= [lpu BbizoBe malloc(), calloc(), new()

m Data (aaHHbIe)

" CraTnyeckum pa3mellaemblie gaHHblE

- HarlpMN\ep, MaCCunBbl U KOHCTAHTHbIE CTPOKN

m Text u Shared Libraries (ncnonHaembiit Koa)

" AcnonHAaemble MalNHHbIE UHCTPYKLUUN

" TO/IbKO UTEeHue

Anpec

N

400000
000000

He e macwmabe

Stack

1

> 8MB

Shared
Libraries

Heap

Data

Text
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[Mpumep pacnpepgeneHma NnamaTu

He e macwmabe

Stack

char big array[1lL<<24]; /* 1
char huge array[lL<<31]; /*

int global = 0O;
int useless() { return 0; }

int main ()

{
void *pl, *p2, *p3, *p4;
int local = 0;
pl = malloc(lL << 28); /*
p2 = malloc(lL << 8); /*
p3 = malloc(lL << 32); /*
p4 = malloc(lL << 8); [/*

/* HeCKONBKO BHBOBOB IeuaTH

}

6 MB */
2 GB */

256 MB
256 B

4 GB
256 B

*/

*/
*/
*/
*/

1

Shared
Libraries

Heap

Data

[Oe ecé amo pasmewjaemca?

Text
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He e macwmabe

anMep agpecos X86-64 00007FFFFEEEFFEF

Stack
duana3oH adpecos ~2¥ v
Heap
local 0x00007ffedd3be87c ¥
pl 0x00007£7262ale010
p3 0x00007£7162a1d010
p4 0x000000008359d120
p2 0x000000008359d010
big array 0x0000000080601060
huge array 0x0000000000601060
main () 0x000000000040060c
useless () 0x0000000000400590

Heap

Data
Text

_ 2\




ELWE MmallMHHbIN YPpOBEHb
ynpas/sieHue U CN0XKHble AaHHble

m lMpouepnypbl (x86-64)
m MaccuBbl
" OpgHomepHble
" MHoromepHble (MaccMBbl MacCMBOB)

" MHoOroypoBHeBble

m CTpyKTypbI
" PasmelwieHune
= JlocTtyn
" BblpaBHUBaHUE

m O6bveauHeHus
m PacnpegeneHue namatu

[ m O nepenonHeHunu bydepa
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MNepenonHeHue bydpepa — 6onblian npobaema

m MuuwyTt “nepenonHexHne 6ydpepa”
® KOrga BbIXO4AT 3@ PaMKU a4pPeCcOB NaMATH, OTBELI,éHHbIX noad Mmaccus

m Mouemy 6onblwan npobnema?
= TexHuyeckaa npuumHa Nel HapyweHma besonacHOCTH

= [MpnumHa Nel B uesnom — counanbHan NHXKeHepua + becneyHocTb Ntoaen

m Hambonee yacrtbie cnyyau
u HEI'IpOBEpEHHbIe AO/TMHbl BBOAMMbIX CTPOK
" ByacTHOCTU ANA OrpaHN4YeHHbIX MaCCMBOM CMMBOJ10B B CTEKE

= MHOrAa ynomuHaeTca Kak «stack smashing»
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BbubanoreuHbin Koa 06paboTKM CTPOK
m Unix-peanusauma pyHKuum gets ()

/* BmbpaTek cTpoky ms stdin */
char *gets (char *dest)
{
int c¢c = getchar();
char *p = dest;
while (c '= EOF && c '= '\n') {
*p++ = c;
c = getchar() ;
}
*p = '\0';
return dest;

}

" HeBO3MOXXHO OrpaHN4YUTb KOZTIMHECTBO BBOAMMbBIX CUMBOJ10B

m Ta-Xe npobnema c gpyrumu 6ubnmnorteuyHbimn p-umnamm
" strcpy, strcat: KonnposaHue CTpOK NpOU3BOILHOW ANNHDI
= scanf, £fscanf, sscanf co cneumdpunkaunen npeobpasoBaHmnAa $s



Kopa ¢ ya3BMmocTblo nepenosHeHusa bydepa

/* 3xo cTpokm */

void echo ()

{
char buf[4];
gets (buf) ;
puts (buf) ;

}

/* CimmuxoMm man! */

3TO CKO/IbKO?

void call echo() {
echo () ;

}

unix>. /bufdemo
Type a string:012345678901234567890123
012345678901234567890123

unix>. /bufdemo
Type a string:0123456789012345678901234
Segmentation Fault

€ KcTatn, a «KA0CTaTOYHO»
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[n3zaccembampoBaHue nepenoaHeHus bydepa

echo:
00000000004006cf <echo>:
4006cf: 48 83 ec 18 sub $0x18,%rsp
4006d3: 48 89 e7 mov srsp,srdi
4006d6: e8 a5 ff ff ff callg 400680 <gets>
4006db: 48 89 e7 mov srsp,srdi
4006de: e8 3d fe ff ff callg 400520 <puts@plt>
4006e3: 48 83 c4 18 add $0x18,%rsp
4006e7: c3 retq
call_echo:
4006e8: 48 83 ec 08 sub $0x8,%rsp
4006ec: b8 00 00 00 OO mov $0x0, %eax
4006f1: e8 d9 ff ff ff callg 4006cf <echo>
4006f6: 48 83 c4 08 add $0x8,%rsp
4006fa: c3 retqg
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Ctek npu nepenonHeHnu bydepa

lMepeo ebi3zosom gets

CTeKkoBbIM Kagp
call echo

(8 6anT)

Appec Bo3BpaTa

20 6aunT
He MCMO/1b30BaHbI

[3]

[2]

[1]

[0]

/* 3xo cTpokmu */
void echo ()

{

char buf[4]; /* Camuxom Mman'! */
gets (buf) ;
puts (buf) ;
}
buf «— 3rsp
echo:

subg $24, %rsp
movq 3rsp, 3%rdi
call gets




Mpumep cTeka npu nepenosHeHuu bydepa

lMepeo ebi3zosom gets

= void echo () echo:
CTtekoBbIM Kagp { subqg $24, %rsp
call echo char buf[4]; movq S3rsp, %rdi
gets (buf) ; call gets
00|00 00]00 }

00|40]| 06| f6

call_echo:

20 6auT

4006f1: callg 4006cf <echo>
He NCNO0/b30BaHbI

4006£f6: add $S0x8,%rsp

[31][2]{[1]][0]| buf «—%rsp




Mpumep cTeka npu nepenosHeHuu bydepa 1

Mocne so3epama u3 gets

= void echo () echo:
CTexkoBbIW Kaap { subg $24, %rsp
call echo char buf[4]; movq S3rsp, %rdi
gets (buf) ; call gets

00|00 00]00 }
00140 06| f6
00132131130 call_echo:
39|38|37]36 L
35]34|33]|32 4006f1: callg 4006cf <echo>
31|30|39]| 38 4006f6: add $S0x8,%rsp
37|36|35|34
33132|31]|30|buf «— %rsp

unix>. /bufdemo
Type a string:01234567890123456789012
01234567890123456789012

bydep nepenonHeH, HO COCTOAAHME HEe UCNOPYUYEHO



Mpumep cTeka npu nepenoaHeHum bydepa 2

Mocne so3epama u3 gets

void echo () echo:

CTeKoBbIM Kagp { subq $24, $rsp
call echo char buf[4]; movq 3rsp, %rdi

gets (buf) ; call gets
00|00}|00]|0O0 }
00140 00| 34
331323130 call echo:
39[38[37] 36 .
35]34|33]|32 4006f1: callg 4006cf <echo>
3113013938 4006f6: add $0x8,%rsp
37136|35]|34
33132|31]|30|buf «— %rsp

unix>. /bufdemo
Type a string:0123456789012345678901234

Segmentation Fault

bydep nepenonHeH 1 ucnopyeH agpec Bo3Bparta



Mpumep cTeka npu nepenoaHeHum bydepa 3

Mocne so3epama u3 gets

= void echo () echo:
CTexkoBbIW Kaap { subg $24, %rsp
call echo char buf[4]; movq S3rsp, %rdi
gets (buf) ; call gets

00|00 00]00 }
001400600
33[32]31]30 call_echo:
39|38|37]36 L
35]34|33]|32 4006f1: callg 4006cf <echo>
31|30|39]| 38 4006f6: add $S0x8,%rsp
37|36|35|34
33132|31]|30|buf «— %rsp

unix>. /bufdemo
Type a string:012345678901234567890123
012345678901234567890123

Bydep nepenonHeH u ucnopueH agpec Bo3BpaTa HO Nporpamma Kaketca paboratoueii !



[ToACHeHunA K npumepy cTeKka 3

Mocne so3epama u3 gets

CTexoBbIN Kaap register_tm_clones:

cal l_echo

400600: mov srsp, srbp
ooloolooloo 400603: mov %rax,%rdx
00| 40]06]00 288286‘ SZZ $°§§f'6rd"
a: a $rdx, Srax
33132131130 40060d: sar srax
R 400610: jne 400614
35[34]33]32 400612: pop %rbp
31|130|39]|38 400613: retq

37|36|35]| 34
33132|31]|30|buf «— %rsp

“Bo3Bpat” He Tyaa, Kyaa Hajo.
MHoroe meHsaeTca, 6e3 KpUTUUYEeCKoU NoOpPUM COCTOAHUA
CnyyanHo BbinonHAeTcA retq obpatHo B main
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ATaKun Ha ocHoBe nepenoaHeHusa bydepos

Owubku nepenosHeHUA No3607a410m yoasnEHHOU MawuHe
8bIMO/IHAMb MPOU380sIbHbIU KOO HO MAWUHAX Hepmae

Yapyualowe 4yacTbl B peasibHbIX Nporpammax
u npOFpaMMMCTbI AenaktT ognHaKoBble OWUNOKMU @

= CoBpeMeHHble Mepbl AeNatoT TakMe aTaku MHOTo TpyaHee

Mpumepbl npoweaLwmnx AecaTuneTmm
" [lepBbl “UHTEPHET-YepBb” (1988)
= “ButBbl MecceHxepoB” (1999)
= B3nom Wii (2000s)

® ... M MHOIMe, MHOrne apyrue

Mo>xHo nonpoboBaTb HeKoTopble ¢poKycbl B attacklab

= BO3MOXHO 3T0 yb6eauT Bac He OCTaBNATb TaKMX Ablp B CBOUX
nporpammax!!
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3/10HaMepeHHOoe UCNob30BaHUe

nepenoaHeHua byodepa

void foo () {
bar () ;

A

int bar() {
gets (buf) ;

return ..

char buf[64];

.
O/

| Appec Bo3Bparta

[aHHble

3anucaHHble <

gets ()

Ctek nocne Bbi30oBa gets ()

Koz,
BpeAoHoOCca

\

} Kanp foo

> Kagp bar

J

BBoaumasn CTpOKa coaepiXurt 6ainToBOE npeacrasieHne ncnosiHAemoro Koaa

3aTupaer agpec Bo3spara A agpecom bydepa B
Korpa bar () BbinosnHAeT ret, ynpasneHue nepepaérca BpeaoHocCy
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N3b6eraHne yasBMmocCTU nepenosiHeHnn

/* 3xo0 crTpoxm */
void echo ()

{

char buf[4]; /* Camuxom man! */
fgets (buf, 4, stdin);
puts (buf) ;

m Ucnonb3ymute GyHKLUUM C OrpaHUYEHUEM AJIUHDbI CTPOKU
= fgets Bmecto gets
" strncpy BmecTo strcpy
" He ncnonb3yute scanf co cneumdunkaumen npoobpasoBaHmnAa $s
= Ncnonb3ymnte £gets gna UteHmA CTPOKM
= WX UCMONb3YNTE $NS rAe n noaxoasauee uenoe
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3alWlnTa Ha YPOBHEe CUCTeMbl

m PaHaomusauua caBura cteka

" [pu cTapTe NporpaMmmbl BblaenaeTcsa cayyamHoe
MPOCTPAHCTBO B CTEKE

= 3aTpyAHAET XaKepy npescKkasaHue Havana
BCTaB/IAEMOro Koja

m HeucnonHaemble cermeHTbl NAaMATHU

= B x86, 06/1aCcTb NamATM AMB0O “TONBbKO YTEHUE
nmbo “nsamensemas’

= MoKeT BbINONHATbCA BCE, YTO YUTaAETCHA

= x86-64 nobaBnseT ABHOE pa3pelleHune
“ncnonHaeman’

" CTeK nomevyaeTcs Kak HEMCNOJTHAEMbIN
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CTeKoBbIX UHAUKATOP

m UNpen

" PasmecTuTb B CTeKe cpa3y 3a bydbepom cneumanbHoe 3HaYeHne
(“nnankaTop’)

= [IpoBepATb LENOCTHOCTb Nepes, BbIXO40M U3 QYHKLMK
m Peanusaumna GCC
= -fstack-protector

= ceMYyac BKJIOYEH NO YMONYAHMUIO (HO He paHbLue)

unix>. /bufdemo-protected
Type a string:0123456
0123456

unix>./bufdemo-protected
Type a string:01234567
*** stack smashing detected ***




AunsaccembnmnpoBaHue 3aLnLLEHHOro bydepa

echo:
40072f: sub $0x18, $rsp
400733: mov %$fs:0x28, %rax
40073c: mov $rax,0x8 (3rsp)
400741: xor eax, seax
400743: mov srsp,srdi
400746: callg 4006e0 <gets>
40074b: mov srsp,srdi
40074e: callg 400570 <puts@plt>
400753: mov 0x8 (3rsp) , Srax
400758: =xor %$fs:0x28, %rax
400761: je 400768 <echo+0x39>
400763: callg 400580 < stack chk fail@plt>
400768: add $0x18,%rsp -
40076c: retq
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YCTaHOBKAa UHAUKATOPA

lMepeo ebi3zosom gets

CTeKkoBbIM Kagp
call echo

Appec Bo3BpaTa
(8 6anT)

NHanKaTop
(8 bytes)

[31][2]1f[1]][0]

/* 3xo cTpokm */
void echo ()

{

gets (buf) ;
puts (buf) ;

char buf[4]; /* Camuxom man'! */

buf «— 3rsp

echo:
movq $fs:40, %$rax # IonyuuTe MHOUMKATOP
movqg $rax, 8 (%rsp) # [loMecTuUT: B CTEK
xorl %eax, %eax # CrepeTr mMHOMKATOP

56



[lpoBepKa MHAUKATOPA

Mocne so3epama u3 gets

CTeKkoBbIM Kagp
call echo

Appec Bo3BpaTa
(8 6anT)

NHanKaTop
(8 bytes)

00|36|35]|34

3332|3130

/* 3xo cTpokm */
void echo ()

{

gets (buf) ;
puts (buf) ;

char buf[4]; /* Camuxom man'! */

Beopa: 0123456

buf «— 3rsp

echo:
movqg 8 (%¥rsp), %rax # CumraTe uM3 cTeka
xorq $fs:40, %rax # CpaBHMTE C MCXOIOHEIM
je .L6 # Cornano? Janmiue..
call __stack chk fail # OIMEKA!

.L6:
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