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1 BsepaeHue

Tepmun npoepammno-kongueypupyemvie cemu|9| oTHOCHTENBHO He HOBBIi, MEpBbIe
paboThl U UCCJIE/IOBAHUS 10 JIAHHONH TeMaTHKe Hadasu IMOSBJIATbHC HpuMepHO ¢ 1995
rofall]. Dro cBsa3aHO ¢ yBesmueHneM OTPEOHOCTEN B UCIIOIH30BAHUN CETEBBIX TEXHOJIO-
Uil JId Pa3/InIHbIX OU3Hec-3a/1ad, Pacipee/ICHHbIX BbIYUCICHUN, MTOIBICHUN KPYITHBIX
JAaTa-IeHTPOB ¥ HAYAJIOM BUPTYaJM3aluy MHTepHeTa|2).

[IpaBusibHast HACTPOIKA CEeTU B KPYITHOM JIaTa~-IIEHTPE U €€ MO/[JIEPIKKA - BECbMa CJIO¥K-
HBII U JIOPOTOCTOAINMIT TTporiece. B 3a/1a4y cuCcTeMHOTr0 aJIMUHICTPATOPA BXOIUT HACTPOT-
Ka MapIipyTu3aTopos, 6anancuposiiukos Harpysku(load balancers), cucrembr obHapyxKe-
mnit Bropxxennit(IDS) u.r. 1.

OOBIMHO A IMUHUCTPATODP HACTPAUBAET KAXKJIBIII CETEBON 3JIEMEHT OTJIE/IHHO, IPUIeM
3a9aCTyIO Y CETEBOr0 0OOPY/IOBaHUA HET KaKOro-JTub0 YHHMUIIMPOBAHHOIO WHTepdeiica
Juta HacTpoiiku. Cpasy »Ke MOKHO CKa3aTh O IIpobJieMax BOSHUKAIOIINX B JAHHOM I10/IXO-
Jie: ecim HeoOXOoMMO HacTpouTh Hanpumep He 10 uian 20 MapmpyTu3aTopoB, a HAITPUMED
20 000 nsm Gosiee(Takme 33,1491 BECbMa aKTyaJdbHBI B 0OJATHBIX TEXHOJOIUAX) - O€3 aB-
TOMaTH3aIlUNA TO CJAEJIATh MOYTH HEBO3MOXKHO; BTOpas IPOOJIEMa 3aKII0YaeTCd B 3aBU-
cuMocTH uHTepdeiica HACTPOIKN OT MPOU3BOJUTENS CETEBOr0 06OpYIOBaHMsi(BEHI0PA),
nHOTIa nHTEepdeiic 3aBUCUT Jlayke OT MOJIEJU Y OJHOTO U TOTO K€ BEHJ0pa — CJIeI0Ba-
TEJBHO CIIEIUAJIICT B 00JIACTH CETEBBIX TEXHOJIOTUI JOJIKEH yMETh PadoTaTh ¢ OOJIBLIITIM
KOJIMNYECTBOM ITPOTOKOJIOB, KOJI-BO KOTOPBIX TOJIBKO BO3PACTAET.

Berimre ObLIn mepeducsieHsbl JIMIb JBe HanboJjiee OUeBUIHbIE ITPOOJIEMbI B OTPAC/IH Ce-
TEBBIX TEXHOJIOTHil, HO BCE OHU SIBJIAIOTCS CJIEJACTBUEM TOTO, 9TO COMT, OIMepaIHOHHbIE
CUCTEMBI, A3BIKHA IPOIPAMMUPOBAHNs OBICTPEE CJICIYIOT PA3JIMIHBIM UHHOBAIUSM U CO-
BPEMEHHBIM TPeOOBAHUSIM, €M KOMIIbIOTEPHbBIE TEXHOJIOTHH.

IIpoepammmo-kongueypupyemvie cemu(Software Developed Networks) — u3MeHSTIOT 10J1-
XOJ K JN3aiiHy U IMOJJIepyKKe CeTH, KaK pa3 MpH MOMOIMM jJocTkeHuit B obsactu [10 n
OTIEPAIMOHHBIX CHUCTEM.

IIpoepammmro-xonguzypupyemoie cemu(IIKC, SDN) — uMeror jiBe OTIMIUTeIbHbIE 0CO-

OEHHOCTH:
e Pazjienienue ynpapienus u nepeiaqeii nanubix(data and control plane separation)

[ ] KOHCOJ’II/I,ZLaHI/IH YiipaBJjieHUd - T.€. YIIpaBJIEHUE MHOXKE€CTBOM 3JIEMEHTOB YPOBHA IIE-

peaadn JaHHBIX IIPpHU IIOMOIIX CIIENUaJJIbHOI'O IIPUJIO2KECHU A
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Yposenv ynpasaenus nepedaueti dannwvix(control plane) — oupejesiser Mo KaKUM IIPABU-
JlaM OyJIeT mepecbLiaTbes TpauK B CETH.

Yposenv nepedawu dannvix(data plane) — HEOCPEJICTBEHHO TIEPECHLIAET JIAHHBIE B COOT-
BETCTBUU C HACTPOUKOI control plane.

Crour OTMETUTH, UYTO OOJIBIIMHCTBO COBPEMEHHBIX MapIIPyTU3aTOPOB 00JIaaI0T COO-
CTBEHHOI OIepAaIMOHHOM CUCTEMON 1 JIOKAIBHO PEITaioT 33/1a9y O HAIIPABIEHUN TIePEeChLI-
k1 Tpaduka. MapipyTtusaropsl, nojyep:xkusaromniue Texuosoruio [TKC (manpumep Open
vSwitch|5]) Kak npaBuIo, HA IPAKTUKE HE MMEIOT COOCTBEHHOMN OIEPAIMOHHON CHCTEMBI I
coJiepzKaT JIMIb TabJIMITy paBuiI mepechliky naketo(data plane), Kotopas B CBOIO ode-
peb HaCTpauBaeTCs MPU TOMOIIY CIEIUATBHOTO TPUIOKEHUSI-KOHTPOJLIEPA.

B nemom MoxKHO cKazarh, 910 [TKC' — 9T0 TEeXHOJIOIUsI, KOTOPasi IPeI0CTaBIsSIeT CIIO-
cob nporpammuoro ynpassiernsi(API) ypoBHeMm nepeiaun JaHHBIX POYTEPOB, MAPIIPYTH-
3aTOPOB U JIPYroro cereBoro obopymaoanusi. OauH u3 gapKux npumepoB Takoro API —
OpenFlow|3|[4] nporokos racTpoiiku Tabui Mapripyrusaim(6osiee OIpoOHO OH OyIeT
pPacCMOTPEH B JIaHHOW paboTe).

Hesb marHO# PabOTHI, 0630P OCHOBHBIX COBpEeMEHHBIX 3j1eMeHToB [[K ) perenne mpo-
CTERINX 3a,/1a9 KOH(PUTYPUPOBAHNS, aHAJIN3 YZKe CYIIECTBYIONIIX ITPOrPAMMHBIX PEITeHMIi-

KOHTPOJIJIEPOB.

2 0O063o0p.

B nannoit pabore mocie1oBaTeIbHO PaCCMaTPUBAIOTCA OCHOBHBIE 3J1eMeHThI data-plane

u control-plane ITKC':

e OpenFlow Switch — TpeboBaHuUsI TpeabsBiageMble TpoToKoaoM OpenFlow K mapii-

pyTuzaTropam

e Open vSwitch — BUPTYATBHbINA MAPIIPYTU3ATOD, TOJIePKUBatONIHii ipoTokoa OpenFlow (B

OIMCAHHO} BBIIIE MOJIEJIN sIBJISIETCsI IPUMEPOM 3JjieMeHTa ypoBHs data-plane)

e 1HabOp COBPEMEHHBIX PUIOKeHUH-KOHTposLepos (POX-controller|6|, Floodlight Project|7|,

OpenDaylight Project|8]) - ¢ OMOITIbI0 KOTOPBIX BBIITOIHIAETCSA HACTPOHKA CETEBOTO

ycTpoiicTBa(mpuMep deMeHTa YPOBHs control-plane).

[Tonumanme OCHOBHBIX MPUHITUIIOB paboThl mpoTokoia OpenFlow obierdaer monuma-

Hue Bceit ctpykTypol [IKC'; B crienuduKanmmm yka3aHbl TPeOOBAHNMSA K CETEBOMY 0D0OPY/I0-
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BaHHIO, KOTOPOE IIOAAECP2KUBACT ,ZLaHHbII';I IIPOTOKOJI, UMEHHO IIO9TOMY M3JIO2KCHNE HaYMHa-
€TCA C 9TON TEMBI.

Hamee nmer 0630p Open vSwitch — Kak cTaHeT BUIHO, BUPTYAJIbHBI MapIIpPyTU3ATOD
coorBercryer creruduranun OpenFlow ¢ HEKOTOPBIMEU pacIIMPEHUsIMA U TOIOJTHEHMS-
MI(B JIaHHOW paboTe 9TH JOMOJHEHHsT He OY/yT PACCMOTPEHBI), TIOITOMY MOJPOOHO MbI
Ha HEM OCTaHaBJINBATHCA HE 6YIL€M ByﬂyT JINIBb PaCCMOTPEHbI HEKOTOPbIE KJIaCCUYIECKUe
3aJ1a91 KOH(UTIYPUPOBAHNSA, TaKHe KaK: 3ePKaIUposaHue mpadura, nacmpotra (QoS, na-
cmpotika GRE mynneasuposanus. Jlanabie IpocTeiiinme 3a a4 BXOAUIN B IIUKJI 3aa49 Ha
pyuHoe koudurypuposanune Open vSwitch.

00630p control-plane npeacrapiser coboit aHaM3 U cpaBHeHHEe HambOJIee M3BECTHBIX
peau3alnii KOHTPOJLIEPOB.

Pasznen Ilocmanosku 3adaw u Cpasrerue npoudsodumesbHocmu CoaepxKaT rpaduku
TECTOB Ha IPOIYCKHYIO CIIOCOOHOCTH W YaCTOTY TPAH3AKIINI M PelleHne 3a1a9u 0 0es-

omacHoit pacceiike ARP 3ampocos, peanmn3oBaHHOTO B paMKax JaHHOW pabOTHI.

3 TpebosaHus k OpenFlow Switch.

3.1 0O0630p.

Controller

{ OpenFlow protocol

Y
Secure | Group
channel(SSL) | Table
e e o — — a
Flow Flow
Table [~ T>| Table

OpenFlow Switch

Puc. 1: Crpykrypa OpenFlow mapripyrusaropa(www.opennetworking.org)

OpenFlow mapwpymu3amop COCTOMT U3 OJHON MM HECKOJbKUX flow-mabauy(flow-
table), epynnosoti mabauywi(group-table) u OpenFlow xananra(OpenFlow channel) ¥ yia-
JIeHHOMY KOHTpoJiepy (controller). Mapipruszarop o6MeHHBaeTCs1 COOOIIEHUSIME € KOH-

TpoJIepOM Tipu momoIru mporokosita OpenFlow.
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Wcnonb3yst JaHHBIA ITPOTOKOJI, KOHTPOJLIEP MOXKET d00a8AAMb, 00HOBAAMD U YOUAAND
flow-sanucu(flow-entries) Bo flow-Tabimmax, Kak peaxmueno(reactive)(omeemo: Ha 6xo-
dawgue naxemwt), Tak 1 npoaktusHo(proactive). Kaxnas flow-rabauia cogep:kur Habop
flow-3amuceii; kKaxkgas 3anuch onpejensiercs noaamu cpasuenus(matching fields), cuem-
wukamu(counters) m HaBOPOM uncmpykyud(instructions), KOTOpble TPUMEHSIIOTCS K T1a-

KeTy C COBIIaBIIMMU IIOJIAMMU.

CpaBHeHnne HadmHaeTCs C TepBoil flow-TabauIbl 1 MOXKET TPOIOIKATHCA B JIPYTHUX
tabaunax. [lons cpaBrenuit flow-3ammceit cpaBHUBAIOTCSI ¢ 3ar0JIOBKOM MTAKETa B MTOPSIKE
npuopurera(priority — oxHO W3 ToJieil cpaBHeHwus1). Femu Haiigena cosnaatomas flow-
3aliCh, K [MAKETy HPUMEHSIOTCS WHCTPYKIMU(instructions) acCONMMPOBAHHBIE C JTAHHOM
3anmchbio. Ecam He HalileHO HU OJHOM 3aliCh, Pe3y/IbTAaT 3aBUCUT OT KOHMUTryparmn
Mapipyruzaropa(naker Moxker 0bTh copormiet(dropped) 6o 1epean KOHTPOJLIEPY O

OpenFlow kanasy Jijist aHa/n3a U IPUHSTHSI DEIIEHUS ).

WuerpyKIumy B COOTBETCTBYIOIIUX 3AIUCIX COjlepKaT JIO0 deticmeus( actions), KOTO-
pble IPUMEHSIIOTCS K TIAKETY U ONPEJIEISTIOT HEIIOCPEICTBEHHO CaMU ITPABUIA TEPECHLIKH,
JI60 OTIPEJIEJISTIOT IAaTbHEITY 0 00paboTKy makera, B moceayomux flow-rabaunax(KonseiiepHast
obpaborka, (pipeline processing)). Kouseiiepuast 06paboTka MO3BOJISIET IepeIaBaTh aHa-
JIN3 TIAKeTa U3 OJHON TaOJIUI B APYTYIO, JOMOJTHUTE/IHHO TIePechlias CIeIan/ibHbIe MeTa-
JlaHHble(HAPUMeD YHCJIOBbIe TIepeMeHHbIe, CBI3aHHble ¢ Tpeblayieii obpaborkoit). Ta-
KOIi TI0JIX0/T TIO3BOJIET CO3/IaBaTh “‘BeTBJIeHHE B 00padboTke Tpaduka. ObpaboTKa 3aKaH-
YUBAETCs, KOIJIa COOTBETCTBYIONIME MHCTPYKIIUN HE COAeprKaT KOMAH] II0 ITePECBLIKH B
CJIETYIOIILYIO TAOJIUILY; B 9TOT MOMEHT BBIITOJTHSIETCS MOM(DUKAIINS AKETA, BBITIOJTHEHNE

“HakoIIeHHBIX JeficTBuii( actions).

3.2 Tllopt OpenFlow.

[Topt — cereBoit uaTepdeiic, aaa nepegadn makeroB Mexk iy OpenFlow obpaboTkoii
u ocraybHOi yacTbio cern. OpenFlow mMapmpyTusaTop J0/DKeH HO4AePKUBATL TPU TH-
na OpenFlow mopros: gusuueckuts nopm(physical port), aoeuueckut nopm(logical port),

3apesepsuposarnviti nopm(reserved port).

e QusnyecKuil IOPT — MOPT KOTOPBIN COOTBETCTBYET AIlllapaTHOMY CETEBOMY WHTEP-

deiicy (hardware).

e Jlormueckuii OpPT — MOPT, KOTOPBI HE 00A43aTEIBHO COOTBETCTBYIOT (DU3UYIECKO-
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My unrtepdeiicy. Jloruueckuit mopT npejicraBisger codoii 0oJsiee BBICOKYIO abCTPaK-
U0 U MOXKeT ObITh onpejesier 6e3 ucrosb3obanust OpenFlow(rampumep: TyHHe-
o, loopback unTepdeiicnr). Equncreentoe pasimane MexIy Gusuieckum nopmom
U N02UMeCKUM — TIAKET IepechblIaeMblil Uepe3 JaHHbIe IMOPThI B 3ar0JIOBKE MOXKET
UMeTh JONOoJIHuTEIbHOE 11016 Tunnel-I1D, 1 Korja makeT HNPUXOJIUT C JIOTHUIECKOIO

IIOpTa OH IIepeChbl/IacTCd Ha KOHTPOJIJIED.

3ape3epBUPOBAHHBIN TIOPT — MPEJICTABIISIET COOOI ClleNuaIbHOe JIeHCTBUE TI0 Iepe-

CbLJIKU ITaKeTa:
— all — npescrapisieT coboit Bce MOPTHI, HA KOTOPBIE MOXKET OBITH MPOLYOIMpOBaH
nakeT(MOXKeT ObITh MCIIOJIb30BaH, TOJBLKO Kak output port)

— controller — kanas csa3u ¢ OpenFlow KoHTpOsLIEPOM (MOKET GBITH UCITOTIH30-

BaH Kak JIJI BXOJAIINX, TaK U JIJIsi UCXOJAIINX MAKETOB)
— table — geiicTBue o nepenatn 06pabOTKH MTaKeTa B APYTYIO TabuILy (CM.BBIIIIE )

— in port — npeacrasiser coboit ID mopra BxOmsIIEro akeTa

3.3 OpenFlow Tabnunua.

Flow-Tabsmia cocrour flow-3amuceit, rie Kaxkgast COCTOUT U3:

Ilosst cpaBHEeHUs

IIpunopurer

CuyeTyuku

NucTpykiun

BpeMeHHbIe METKMN

ITonsi cpaBuenusi(match fields) — mapamerpsr cojepKauecs: B 3aroJOBKe TTaKe-
ta(mannble L2-1.4), a rakxke nekoropsie OpenFlow naHubie(HOMEP BXOJSIIErO MOP-

Ta, MeTajaHHble 00PabOTKH TIpoIiecca 00pabOTKU ITaKeTa)

npuopwuret(priority) — anciaosoe nose ot 0 1o 65535, cpenn flow-3amuceii copnas-

IIIIX C 3ar0JIOBKOM TIaKeTa, BhIOpaHa OyJieT ofHa ¢ OOJBIUM ITPUOPUTETOM.

C‘leT‘{HKI/I(COUHterS) — XpaHAT CTaTUCTUYICCKHUE JJaHHbIC O pa60Te SaHI/ICI/I<HaHpI/IMep

CKOJIBKO MaKeTOB 6bLI0 00paboTaHO B COOTBETCTBUY C JIAHHON 3aICHIO)

nHCTpyKiuu (instructions) — Habop KOMaHjI, KOTOPbIE HEOOXOMMO BBIIOJHUTE

HaJI TAKeTOB B mportiecce obpaborku(cm. Konseitep 06paboTKu MakeTos )

BpeMeHHbIe MeTKU(timeouts) — MakcuMaibHOE BpeMs JI0 y/IaJleHue COOTBETCTBY-

romeit flow-zamucn
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CooTBeTcTBYyIOIIAs 3alUCH OIPEJIE/ISIeTCS 110 TOJIsIM CPABHEHUS U IPUOPHUTETY: CPEJIH
3anuceil, y KOTOPbIX COBITAJIN TI0JIs BHIOMPAETCA YHUKAJIbHAS ¢ HAUOOJIBIITUM ITPUOPUTE-

TOM.

BxopAwmia naket
O6paboTka 8 Ta6nuue 0

Il Y

OGHOBNTE CHETHWKW
BBINOAHNTE WHCTRYKLIAW:
+ obHoBuTe Ation Set Ha Cnefy oLy
+ 0GHOBWTE MONA COBNaLEHWA Tabanuy?
+ 06HOBWTE MeTafaHkle

EcTb ccbinka

EcTt CoBMameHne
B Tabnuue n?

A

BbiNOAHWTE KOMaHAbI
EcTb 3anvce Ation Set
no yMon4aHuo?

(table-miss)

COPOCUTE NaKeT
(dop)

AHanmu3 HaYMHAETCS ¢ HYJIEBOH TabJIUIIBI(CM.PUCYHOK ), U3 MTAKeTa U3BJIEKAIOTCS JIAH-
Hble 3arojioBka. Jlajee MpoxoguT cpaBHEHHWE THX JAHHBIX €O BeeMu moJisiMu Bo flow-
TabJiuie(CTOUT OTMETUTD, YTO MOMCK HJIET He TOJIBKO TI0 3ar0JIOBKY MAKeTa, HO HAIPIMEP
110 HOMEPY BXOJIAIIEr0 MOpTa U CHEIUAIbLHBIM METaIAHHBIM, KOTOPbIE MOTJIM OBITH TIOJIY-
YeHbl Ha MPeJIBIIYIINX dTanax 00paboTKM)(ec/Iu MOJAX0UT HECKOJIBKO 3aluceil ¢ ojuHa-
KOBBIM ITPUOPUTETOM, OyJ/IeT BBIOpaHa TOJILKO OJHA 3alNCh, IPUYEM BBIOOD KOHKPETHOI
3aIMCH HEOIIPE/IE/ICH ).

[Tocte coBnajienst, 3anucu WHCTPYKIMHU JobaBisaiorcs B Action Set(cBoeobpa3Hblii Ha-
KOITUTE b JIEiICTBII, KOTOPBIE OY/IyT BBIIOJIHEHbI [IOC/Ie OKOHYAHWs aHAJII3a TTakeTa)(ecTh
BO3MOYKHOCTB BbicTaBUThL OuT OFPFF_CHECK_OVERLAP /171 3alipeTa MCIOIb30BAHNS COBIIa-

JIQFOIIUX TIPABIUI).

3.4 KoHBeiiep 0O0paboTku nakeTos.

OpenFlow — coBmecTrMble MapIIpyTH3aTOPbI MOXKHO Da3e/UTh Ha JiBa THUIA: MOALKO-
OpenFlow(OpenFlow-only) u 2ubpudnvie( OpenFlow-hybrid).

I'm6puHble MapHIpyTU3aTOPbI — MOJJIEPKUBAIOT Kak u 1nporokos OpenFlow tak u
crangaprayio Ethernet maprmpyrusanuro, nanpumep L2 Ethernet maprpyrtusargms (L2

Ethernet switching), VLAN, L3 maprpyrusanuio(L3 routing) (IPv4 routing, IPv6 routing...),
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ACL, QoS. Takue MapipyTU3aTOPhI JOJKHBI UMETH MEXaHU3M OTJIe/IeHIsT 00PabOTKH T1a-
keToB 110 KouBeitepy OpenFlow nmm ke 1o crangaprHbIME criocobamu(B TaHHO pabore,

9TH MEXaHU3MbI He PACCMATPUBAIOTCS ).

OpenFlow-kouseiiep cocrout u3 mHoxkecTBa flow-Tabsmi, B KaxK 10t TabIUIIBI MHOYKE-
ctBo flow-3anmuceit. Crienmukarus mporokoia OpenFlow tpebyer, aTo mapripyTuzaTrop

00s13aH UMeTh X0Tsd Obl oiHy flow-Tab/uIry, XoTss MOXKET UMETh U HECKOJIBKO.

Packet Packet
In Execution Out

Action
Set

Puc. 2: Kongeitep 06paboTku ceTeBbIxX makeToB(www.opennetworking.org)

Flow-rabsuipr mmocseoBare/ibHO IponyMepoBanbl Haunnas or (0. O6paborka Bcerja
HAYMHAETCS C HAYAJIBLHOM TaOJIUIIBI: 3ar0JI0BOK ITaKeTa cpaBHUBaeTcs ¢ moJisamu flow-3amuceii
B Tabsmre 0. Eciu maiinena coorBercTBytomas flow-3ammch, BBITOTHSIIOTCS THCTPYKITAH,
OIpeJIeJIeHHBbIE B JIAHHON 3amucu(0jiHa U3 BO3MOMKHOCTEH — mepejada makera B JAPYryio
TabJInILy, TJIe JJAHHBIN [TPOIECC MOBTOPSETCs 3aH0BO). s nanbHeiimieit 06paboTku makeT
MOKHO TI€PEJIABATH TOJBKO B TaOJIUILY ¢ OOJIBITNM TOPSIKOBBIM HOMEPOM, €M TEKYIIHi.
B nocnemneit Tabnuie, B Ka4ecTBe MHCTPYKITUI 3aIIPEINEHO MCIIOTB30BATh MTEPEIaty Ja-
Jiee 110 KOHBeitepy (paspelier TOJbKO CIMCOK HEOCPEJICTBEHHBIX JIEHCTBUI HaJl HAKETOM ).
Ecinu B naiinennoit flow-zanucn et mHCTPYKIHiT epe/iadn makeTa Jiajee 1o KOHBehepy,
00paboTKa Ha 3TOM MeCTe 3aKAHYNBAETCI U K MAKeTy TPUMEHSIIOTCS JIeCTBUA, J00aBIECH-

HbIEe B action set B mporecce oOpabOTKM.

Eciin vu ojiHa 3ammch He OIXOMUT J171si 00pabaThIBAEMOr0 ITaKeTa, TeHEPUPUPYETCsT CO-
obrTue table miss. JleficrBue npuMeHHEHOE K TTAKETY 3aBUCUT OT CTATUYIECKONW KOH(pUTYpa-
MU MapIIpy TH3aTOpa(MOXKHO COPOCUTH MAKET, OTIIPABUTH Ha KOHTPOJLIED UK OTIPABUTH

Ha 06pabOTKY B CIIEIHAJIBHYIO TabJIHILY ).
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4 Open vSwitch

4.1 CrpykTtypa Open vSwitch.

Open vSwitch — 510 BupTyasbHbIil MHO20YyposHeswii( multilayer) MapiipyTuzaTop
paspabaTbiBaemblii oz auren3ueit Apache 2.0.

Open vSwitch ycioBHO MOXKHO paszie/iuTh Ha JiBe YacTu — user-space u kernel-space.

ovs-ofetl sFlowTrend

Remote

owvs-dpctl ovs-appet! owvs-vsctl ovsdb-client

Command Conflg\ /33 operation
Openflow, v ¥ )

Save changes (Unix socket)

ovs-vswitchd ovsdb-server
2pply changes

ovsdb-tool

upcall(netlink)] L ovsdb 4—‘

1 ¥

kernel space

Openvswitch kernel module

Puc. 3: Crpykrypa Open vSwitch(www.openvswitch.org)

User-space cOCTOUT 13 HECKOJIBKUX HANOOIee BayKHBIX KOMIIOHEHT: 9T0 jieMOHbI(daemons),
KOTOPBIE PEAU3YIOT CBUTY ¢ TaOJHIEH MoToKoB, s1po Open vSwitch, u nabop yTuur,
KOTOPBIE MMO3BOJISTIOT KOH(MUTYPUPOBATEH CBUTY, €ro 0a3y jaHHbix(ovsdb) u HAIpsIMYTO 110-

CBLJIATH COOOIIEHUS B SIIPO.

Openvswitch service 3aryckaer Tpu jgemMoHa: ovs-vswitchd — coxpansger u orBeuaer
3a U3MeHeHHe KOH(MUI'YpaIui MapIIpyTU3aTOpPa, & TaKxKe COXPaHsSeT COCTOosdHue B 6a3y
naunbix(ovsdb), ovsdb-server — manurmyaupyer 6a30ii JaHHBIX, KOHMUIYpalmeid u Ha-
H6opom 1MOTOKOB, ovs-brcompatd — cosmaer coBmectumocts Open vSwitch ¢ oObraaBIMET

Linux moctamu(KOTOpBIE CO3/MAI0TCA KOMaH0i1 bretl).

Jlemon ovs-vswitchd — eauHcTBeHHasi KOMIIOHEHTa, cBa3aHHasA ¢ kernel-space uepes
nporokoJi netlink, Tak:xe menser kounduryparmio Open vSwitch u coxpanser ee B 6a3y
nanubix(ovsdb), Koropast yIpasiisieTcst Ipu OMOIIH jieMoHa ovsdb-server (KOMMYHUKAITs

ovs-vswitchd u ovsdb-server ocymiecTBiigeTcst pu MOMOIIN COKETOB)
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e ovs-dpctl — no3Bosisier nHanpsimyio obpamarbes K kernel-space, 6e3 croporaux 00-

parennii K 6a3e JaHHBIX.
e ovsdb-client — yrtunura ;s koudurypupoBanus 6a3el JaHHBIX ovsdb.

e ovs-ofctl — komana syt paborel ¢ nporokosiom OpenFlow, monudukarueit flow-

TabJIUI, HACTPOMKHN COEJIMHEHUS C YIAJIEHHBIM KOHTPOJIJIEPOM.

Crout ormeruth, uro Open vSwitch saBisgercs TMOPUIHBIM MapIIPYyTU3ATOPOM —
nomuMo nojiepkku OpenFlow, MapmipyTuszaTop MojiepKUBaeT ClenuaIn3upoBaHHbIe
komanibl(Nicira Extensions)(L2 routing, QoS, tunneling u.1.11), HO HaunGOJIbIIKIT UHTEPEC
OH IIPEJICTABJISIET KaK MPOEKT o iepkuBatoriuii mporokos OpenFlow(#a gaHHbIil MOMEHT

ectb nojiepkka OpenFlow 1.0 u recroBbie Bepcun ¢ nomepzxkkoit OpenFlow 1.3).

4.2 Hactpoiika QoS.

B HEKOTOPBIX ciydas aJMIHUCTPATOPY HEOOXOIMMO OIPAHUYUTD IIPOITYCKHYIO CIIOCO0-
HOCTb BBIICJICHHBIX BUPTYAJIbHBIX MAIINH, B YACTHOCTH, KOI'/Ia PA3JIMYHBIC II0OJIL30BATC/IN

HCIIOJIB3YIOT O/IHO U TO 2K€ BUPTYaJIbHOE IIPOCTPaHCTBO.

Open vSwitch maeT mpocTyio BO3MOKHOCTH OTPAHUYEHUS MAKCHMAJIBLHON CKOPOCTH

nepejiadan BeiOpanHoro unrepdeiica. Ilpomnyckaas criocobHoCTh 10 ycTaHoBieHus QoS:

[root@localhost /]# netperf -H 192.168.0.2

MIGRATED TCP STREAM TEST from 0.0.0.0 () port O AF_INET to 192.168.0.2 ()
port O AF_INET

Recv Send Send

Socket Socket Message  Elapsed

Size Size Size  Time  Throughput

bytes bytes bytes secs 1076bits/sec

87380 16384 16384 13.07 1382.34

BeicTaBisiforcst OrpaHudeHust POIyCKHOM criocobHocTr(inrgress  policing  rate — Mmakcu-
MaJIbHAs CKOPOCTH Iepeiatdn B KujiobaiiTax B CEKYH/Ly, Yepe3 BbIOpAHHBIN HHTEpderi-
ca, inrgress policing burst — MakcHMaJIbHBII pa3Mep JTaHHBIX(B KuaobaiiTax), KOTOpbie

MOXKHO TIepeJIaTh ¢ IPEBBIIIEHNeM MPOIYCKHON CIOCOOHOCTH ):
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[root@localhost /]# ovs-vsctl set Interface <target interface> \
ingress_policing_rate=1000
[root@localhost /]# ovs-vsctl set Interface <target interface> \

ingress_policing_burst=100
TecTt npomycKHO CIIOCOOHOCTH MOCTIE YCTAHOBJIEHUsT OTPAHUICHMI:

[root@localhost /]# netperf -H 192.168.0.2

MIGRATED TCP STREAM TEST from 0.0.0.0 () port O AF_INET to 192.168.0.2 ()
port O AF_INET

Recv Send Send

Socket Socket Message Elapsed

Size Size Size  Time  Throughput

bytes bytes bytes  secs 10~6bits/sec

87380 16384 16384 12.31 0.99

[IpuBesnennbiit BoIile criocod OrpaHuYueHus MPOIYCKHON CriocobHOCTU He Oydepusyer
MaKeThbl, a cOpachIBAET, IIPU MPEBBIIIEHUN TTPOITYCKHON CIIOCOOHOCTH.
Ectb Takke BO3MOXKHOCTH IPUMEHITH MOJTUTUKY (QOS Ha BbIJAEIEHHDIH TOpT. s 9T0ro
cozmaercst Oydep(queue), KOTOPBI U BIMSIET HA CKOPOCTD IEpeIadn OIpPEee/eHHBIX TIa-
KETOB Ha BbIOpaHHBI OPT(HANpUMED B cJiejyIieil Konduryparmu, OyIeT BBEJIEHO orpa-

anvenne 2M6/c na nopr ethl):

1) Cosgpanue 6ydepa(q0)
q0 (2 Mbps):
ovs-vsctl --id=@q0 create queue other-config:min-rate=2000000 \

other-config:max-rate=2000000

2) Cospamme QoS(newqos) u mobaBieHMe HOBOH odepenu B Tabnumy QoS

ovs-vsctl --id=0@newqos create qos type=linux-htb queues=0=0q0

3) JobaBnenue QoS (newqos) k BmbpanHoMy nopty (ethl)

ovs-vsctl set port ethl qos=0@newqos

Cremxyer TakzKe OTMETUTh, YTO Ha BBIOPAHHBIN IOPT MOXKHO OIPEIEIMTh HECKOJIBKO OUe-
pejieit, u TakuM 00pa30M rapaHTUPOBATH PA3JINIHOE KAIeCTBO 0OC/IYKUBAHUS JJIsl Pa3HbIX

BHUJIOB Tpaduka
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4.3 3epkanuposaHue Tpaduka.

JL1s MCIIONIb30BaHUA CUCTEMbI OOHAPY?KEHUS BTOPXKEHUs, HEOOXOMMO HUCIIOIH30BATD
zepkajmpoBanue Tpadduka Ha TOPT g aHagmn3a. [l HacTPOWKH 3epKajupoBaHUs
HEOOXOIMMO CO3/IaTh MOPT-3epKaJio(mirror-port) u J06aBUTH €ro B COOTBETCTBYIOIIUI

MAapIIPYTU3aTOP:
[host]# ovs-vsctl create mirror name=mirror select_all=1 output_port=port_id
s Toro, yTobs! y3naTh 1D nopra, KOTOpbI HEOOXOMM:

[host]# ovs-vsctl list port <IDS target port>

JlobGaByienne 3epkaJa:

[host]# ovs-vsctl add bridge externO mirrors=mirror_id

4.4 Hactpoiika GRE tyHHenupoBaHus.

Open vSwitch — mozBossier ncnob3oBars GRE TyHHEIMpOBaHNE MEXK Ty XOCTaMM, KaK
criocob uHKarcy s Tpadbuka 1 co3ranue opepiieiinbix cereii(overlay networks). Ha ciie-

Jytoreit cxeme rmokazano, kak nactpanBarb GRE TyHHe b MK 1y AByMSs BUPTyaIbHBIME

MaIlllnHaMM:
Hypervisor 1 Hypervisor 2
VM1 VM2
1 |
br0 } br2 br0 } br2
tepl "gne(} teptl/'-\-._,:,gret‘ |

ethl |

ath2 |

etht/|

[Iporiecc HACTPONKHU COCTOUT U3 TPEX YACTEIi:
e Coz/aTh M30JUPOBAHHBIN MOCT JIJIT BUPTYAJIbHON MaIINHbI
e Coznarh Koneunble Toukn GRE TyHHeIs Ha KaKJIOM U3 THIEPBU30POB.
e Jlobaputs GRE maTEpdeiic 1 nHUIMaIN3UPOBATh TyHHE .

Cosnanne uzosmpoBanHOro mMocta Open vSwitch(ero MokHO Ha3BaTh M30JMPOBAHHBIM,

T.K. OH HE COJIEPKUT PeasibHbIX (DU3MIeCKuX MHTePdENRcoB):
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[hypervisorl]# ovs-vsctl add-br br2

Cwmbics ucnosibzoBanus “uzoaupoBannoro mocta’ u oriaenbnoro GRE unrepdeiica B ToMm,
4TOOBI OT/IE/INTH CUCTEMHBIH Tpaduk rurepsusopa ot Tpacduka GRE, aro B cBotO 0vepein
OTJIeJIsIeT yIpaBJIeHNe CeThI0 JIJIsi BUPTYAJbHON MAIINHBI, OT 0COOEHHOCTEH CeTh XOCTa,
Ha KOTOPOM 3allyIleH rurepsu3op. /st 9Toro cosmaercss BHyTpeHHMT nHTEpdEHc U emy

npucBauBaerca [P ajpec:

[hypervisorl]# ovs-vsctl add-port br0O tepO -- set Interface tepO
type=internal

[hypervisorl]# ifconfig tep0 192.168.200.20 netmask 255.255.255.0

Ha BTOopoM runepBusope mpormchIBAIOTCS TE Ke KOMaH/Ibl, BbICTaBIgeTcd apyroit [P agpec

uurepdeiica tep(. Iloce aToro B mapmpyrusarop mobasiserca mopt GRE rynness:

[hypervisorl]# ovs-vsctl add-port br2 greO -- set interface gre0O type=gre \

options:remote_ip=<GRE tunnel enpoint on other hypervisor>

[Tocse JTaHHBIX KOMAaH]I HA KaKJIOM U3 THIIEPBU30POB, MEXKJTYy MAaPIIPYTU3ATOPAMEI WUHU-

mnanunsuposan GRE Tymmen.

5 OpenFlow-koHTponnep.

B namnoit riraBe Oymer nposejieHO cpaBHeHue coBpemenubix OpenFlow konTposite-
poB. OcnoBHas njest ucnosb3oanus [IKC, sro yaudunuposanme narepdeiicoB KoHpU-
I'YPUPOBaHUsI CETEBBIX YCTPOMCTB, & Tak:Ke Ipeaocrasienue yaoonoro API myisa psmoBoro
porpamMMmucTa Jijisi paboThl ¢ cerbio(coorBercTBeHHO JanHoe API mossosisier cozmaBarh
[PUJIOKEHNUST, UCTIOIB3YTOIINE TIOJMHBII CIIEKTP BO3ZMOXKHOCTEl ceTr). [t moTHOTHI 13J10-

2KeHNe BBeJIEeM JIBa HpOCTGfIHIHX TepMHHa:

e Southbound API — nmporpammubtit mHTEpdEliC, KOTOPBIH 00eCTIeInBAET CBI3b MEXK LY

control-plane u cerebivu ycrpoiicramu(OpenFlow sipkuit mpumep Takoro APT)

e Northbound API — mporpamubiii maTepdeiic, TpeaocTaBaseMblii KOHTPOJLIEPOM,
KOTOPBIN UCIIOJIB3YeT OU3HeC-TPUIOXKeHUe(J1jisi OOBITHOIO POrpaMMUCTa HauboJee
BazkHbIM siByisteTcss Northbound API, wem ruGue n mpome mannoe API, tem Jerde

IIPpOrpaMMHUCTYy CO3/laBaTh LEJIEBBIC CETEBLIC HpHJIO)KGHHH)
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5.1 POX-koHTponnep.

POX koHTpoOJIIIEP — Open-source MpoeKT, paspadarbiBaemblit Ha Python nos smmen3ueit

GNU License(odunuansuo nojepxusaer Windows, Mac OS, Linux)

POX B nacrosmuiit moment nojyepzkusaer OpenFlow 1.0(gactudano nmomaepuBaer Mo
Openflow 1.1), Takzke nmeercs moep:kka Open vSwitch /Nicira extensions(crenuanbHoe
pacmmpenne mpotokoia OpenFlow, mospossroniee co3gaBaTh 0Oojiee IHOKHE HACTPOITK
MapIIpyTH3aToOpoB, IpuMep: action=normal — flow KoTopsIit 3acTaBisier 06padaTHIBATD
COBIABINUI MakeT, Kak oObrunblil L2 Linux bridge, ctaBuTh 4ucioBble METKH Ha TMAKETHI,

KoTOpbIe Wiy T 110 forwarding pipeline u Takum 06pa3zoM KOHTPOJIUPOBATH 0OPabOTKY ).

POX cam 1o cebe HuKaK He ympasiigeT TpapuKoM — (PYHKIIMOHATHLHOCTH KOHTPOJLIIEPA, CO-
3J1a€TCsl 3AIIYCKOM OT/IEJIbHBIX KOMIIOHEHT BMECTEe ¢ KOHTPOJLIEPOM (components), cJie1oBa-
TeJILHO TiesieBas ayauropus mpoekta POX — pazpaborduku, KOTOpbIE XOTIT Pean30BaTh

cBom IpoekThl. CTaHIapTHRIA TUCTPUOYTHB BKIIOYaeT B cebst HAOOpP OA30BBIX KOMITOHEHT.

Paspaborka KoMIoHeHT

POX koMIIOHEHTBI 110 CyTH 9TO MOJYy/IU, HamucaHHbie Ha Python, ciemoBarebHO B KOH-
TPOJLIEP MOXKHO J00aBUThH JII000# KO/, KOTOPBIN pa3pabordyuk 3axoder. Ilo corarennio,
KazK/1asi KOMIIOHEHTa COJIEP:KUAT CIEIUAIbHYI0 (DYHKIINIO, KOTOPas BBIIOJIHSIETCS IPU 3a-

IycKe KOHTPOJLIepa:

def launch(args..):

//KOI KOMIIOHEHTH

CrangapTHO, KaxKaasi KOMIIOHEHTa MOXKET OBITh 3allyIlleHa TOJBKO OJUH Pa3, HO CIIeIH-
AJIbHBIMA KOMaHJIAMH MOXKHO 3aIlyCTUTh OJIHY U Ty K€ KOMIIOHEHTY B HECKOJIbBKUX IK3€M-

ILIIpax.

POX API

POX comepxkur obbekT — "aapo(core)”, koropsiii peasmsyer ocioBy POX’s API. OcHog-
Hasl 1eJTh JJAHHOTO 00'beKTa — KOMMYHUKAITUST MEXKJTy 3aIlyIeHHbBIME KoMIIoHeHTaMu. [Ipn
BaIlyCKe, yKa3aHHbIE KOMIIOHEHTHI PErHCTPUPYIOTCS HA 9TOM OODBEKTEe M BCEBO3MOXKHBIE
[EPECHITKA MEXKJIy KOMIIOHEHTAMH PeasiiM30BaHbl dYepe3 ero MCojib3oBanue. Hejim neobd-
XOJUMO ‘3apEerucTpupoBaTh’ KOMIIOHEHTY B “siape’ HeoOXOJIMMO BBIMOJHUTH CJIEIYIOIINe

JIBE KOMaH/IbI:
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core.register (component_class)

core.registerNew(component_class)

B urore “aapo’(core) u cragapTHbIE KOMIIOHEHTHI OGUOIMOTEKN POX MIPEOCTABIAIOT CJIe-

nytoriee APTs:

e Dependency and Event Management(KOMIIOHEHTBI MOIYT CO3/iaBaTh COOBITHS, &

JIpyTUe KOMIIOHEHThI Ha HUX PearnpoBaTh)

e Working with packets and addresses(napcunr nakeros, coznanue Openflow nakeros

Is “Hyﬂﬂ”)

e Using threads, timers, tasks(POX’s recoco library crenumasnbhuast 6ubamoreka st
MHOTOITOTOYHOCTH; HAIIPUMED TPeOyeTcss COOMPATh CTATHCTUKY ¢ KOHTPOJLIEPA KayK-

sbie N cexyHI)

e Working with asynchronous sockets(koMMyHUKAIMsT MeKJly KOHTPOJIJIEPOM U YjIa-

JICHHBIM XOCTOM )
e Openflow protocol management(paspaborka Openflow npuioxkenmii)

O6mmit 0630p

POX B ocroBHOM mcnosib3yercs s uccaegoBanuii [TKC, T.k. mpeocraBiisier mpocTroe u
ynooroe Northbound API myrs mHebombmux 3ama4u. OCHOBHAS 11€JIb 9TOTO IIPOEKTA — pa3pa-
6orka n ucciemoBanue mapaaurMbl [TKC, 111 TIOTHIIEHHBIX KOMMEPYECKUX TTPUIOKEHUH
STOT MPOEKT He MOAXOIUT mu3-3a orpanmdennoro APl u memmennoit paborsl(T.K. HaIICAH

ua Python)

5.2 Floodlight-koHTponnep.

Konrpostep paspabarbiBaembrit Ha Java 1.7+ mojx smnensueit Apache 2.0. Tlommep-
JKMBAET TOJIBKO TOIOJIOTHH 0€3 IMUKJIOB MEXK/Iy Pa3JuIHBIMU KOMIIOHETaAMH CBSI3HOCTH.
Nmeer Moy mbHYIO CTPYKTYPY, T.€. IEPeJT 3aIIyCKOM B CIENUAIbHBIN KOHMUTYPATTMOHHBII
daitn 106aBIAIOTCT Ha3BaHUS CEPBUCOB, KOTOPBIE OYy/IyT MCIOJb30BaHbl. 1lommepkuBaer

CJIETYIOTINE CEPBUCHI:

e Forwarding — crangapTHBIi MOJLY/Ib, 0OECIIEUNBAIONIUN PeAKTUBHOE KOH(DUTYPUPO-

Banne OpenFlow mapiipyruzaTopos.
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e Static Flow Entry Pusher — crenmanbaoe npuioxkenue st i godasiaeHust flow-

3anuceil B BBIOPAHHBII MapIIpyTU3aTOP.

e Firewall(6panamaysp) — npumenenne ACL npasu, s orpanndenust Tpadduka(HacTpanBaerc

gepe3 Rest API)

e Learning Switch — o6branbiii L2 mapripyrusarop(Bo3smozkHa HACTpoiika depe3 Rest

API)

e Load Balancer(6a/ancupoBInuK HArpy3Kku) — bajaHCHPOBKa tcp, ping, udp Tpaduka.

REST Applications

;:ircl:m Ope"St;fk , Applications in any language leveraging services via REST
Hener Quantum Plugin APl expased by controller modules and module applications
(python) (python)
Module Applications Floodlight Controller
Statil_R R R
VINF —Rj F:)w_j I‘\.ﬂcdule_J Thread Packet Jython Wel:!_. Unit

2 Entry Manager Pool Streamer Server Ul Tests
Firewall _J Pusher

PortDown Ry RJ R
G Forwarding Device Topalogy Link _J Flow Storage B
Reconciliation Manager Manager/ Discove Cache*

: Routing . LEESE

Hub Learning—ﬂ
Switch

Java API

OpenFlow Services

NoSgl* i
L ‘ R R R R R
Applications with smtcherj C;q';tr:;”euj pemnnﬂ Trmﬂ Counte
higher bandwidth Y ) Store
communication

with controller
such as PacketIn’s

Core services of common interest to SDN applications

* Interfaces defined only & not implemented: FlowCache, NoSql

Puc. 4: Crpykrypa Floodlight(www.docs.projectfloodlight.org)

Ha kapTunke nokaszana apXuTeKTypa KOHTposLIepa. 110 cyTu KOHTPOJLIED BBIIOIHIET
craHjapTHble (DYHKIUU CKAHUPOBAHUSI CETH, MOJK/IIOUYEHIE HOBBIX yCTPOHCTB, paboTa ¢
OpenFlow(1.1), wanuune rpaduaeckoro narepdeiica.

st paspaboTku mpuIoXKeHnit Ha ba3e TaHHOTO KOHTPOJLIEPa, pegocTapiasgercs Restful

Java API.

5.3 Opendaylight-koHTponnep.

OpenDaylight — open-source mpoekT ¢ rubKoit MOy IbHOI 1171aT(HOPOMOIL 11 BCTPa-
UBaHMsI PA3JINIHBIX JIAarMHOB. [IpoekT paspabarsiBaercs nog jmrensueit EPL v1.0(Eclipse
public license) mpu mosepxkke Linux Foundation(cumraercs na maHHBIT MOMEHT ca-

MBIM KPYIHBIM IpoeKTOM cpeau KouTposiiepos [TKC). T.k. mpoekT paspabarbiBaercs Ha
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s3pike Java(Java 1.7), ciaenoBaresbHo sBisercsa KpoccitardopmenabiM. [ocaemmmit pe-
sm3 Hydrogen mosrocteio nojepxkuBaer nporokos OpenFlow 1.3, BGP-LS, mporokoit
OVSDB, PCEP, SNMP.

Apxurkrypubie npuamunsl OpenDaylight

e MoaysibHOCTh M PaCHIMPAEMOCTb — MOJLYJIbHBIN, PACIIUPAEMbIii KOHTPOJLIED
OJIJIEPZKUBAET YCTAHOBKY, y/a/leHne u OOHOBJIEHHUE UCIIOJIb3YEeMbIX CIy2K0, BO BpeMs

paboThI(6e3 BBIK/IIOUCHNS )

e MuoxkecTBeHHas mogaepxkka Southbound mmpoTokosioB — ucrojib3oBaHue pas-

JIHBIX ceTeBbix poTokosioB(OpenFlow, BGP u.r.x)

e Cury>xebHbIii abcTpakTHBIN ypoBeHb(Service Abstraction Layer) — ucross-

3oBaHne pazyndabix Northbound mporokosio

e Consistent clustering(pacmpeesieHnasi Bepcusi) — IpeIoCTaBIsieT OTKA30yCTOM-

YUBOCTDL U PacCHpeJJICHHOCTD

e PasznensiemMmocThb — ynpas/ienne pa3judHbIMU 9acTIMU CETH, ITPU MTOMOIIU PA3HBIX

KOMIIOHEHT KOHTPOJLIEPA

O yHKIMOHATBHBIN 0030D

The OSGi framework mosBoJisier JUHAMUYIECKHN TOJIK/IIOYATH IJIArUHBL JIJI UCIIOJIb30Ba~

f Controller BusinessL.L:og—ici—] :

Service | Requests

Plugin Manager Feature Services Manager
—— g Request —. 2
Device Capability based Service to . .

Feature to Plugin T Feature

mapping Database Plugin Responss Registry . .
Service Abstraction Layer

OF 1.0 Other
Plugin Plugin

Puc. 5: Crpykrypa OpenDaylight(www.opendaylight.org)

Hus HOBBLIX Southbound mporokosos. SAL npegocrasisier Takue 6a30Bble CEPBUCHI, KaK
Device Discovery(obHapyzKeHne ceTeBbIX yCTPOTCTB B CETH U TOJK/IIOUeHNe K HUM ), KOTO-

PBIii B CBOIO OU€pejib UCHOJIb3YIOTCsT TakKuMu Moty ismu kKak Topology Manager(xpanenue,



- 19 —

obHOBJIeHne HH(MOPMAIK O TOHOJIOruu ceTr) U.T.J. OCHOBBIBASICH Ha 3aIIPOCE CEPBUCA —
SAL manmupyer HY2KHBIH IIJIATMH ¥ UCIOJIB3YeT Hanbosee moaxoadmuii southbound mpo-

TOKOJI.

Otaum u3 BazkubIX JoctonHcTB OpenDaylight siBsiercs mojymep2kka pacipe/ie/ieHHOl Bep-
cuu(High Avalability Model), nosBosisier pa3BepTbiBaTh KOHTPOJUIED HAa HECKOJbKUX (hu-
3UYECKUX CepBepax, TapaHTUPYs TEeM CaMbIM OTKA30yCTOMIMBOCTD U OAJIAaHCHPOBKY Ha-

IPY3KH.
O61mumit 0630p

OpenDaylight controller orpomubIil 6BICTPO PA3BUBAIOIINIICS MPOEKT CIOHCUPYEMBIN Ta-
kuMu Kpynabivu opranmsarusamu kak: Cisco, IBM, Red Hat. 3 mocrouncrs moxkuO
BBIJIE/UTh: paboraer Ha JVM, T.e. paboraer Be3jie, rje ecTh Java; MOJYJIBHOCTD - T10JI-
nepzkuBaer HeckoIbko pasamdaabix Northbound APIs(Rest API, OSGi frameowork) u
Southbound APIs kotopbie Mexky coGoil He3aBUCHMBbI(BasKHAsE OCOOEHHOCTH, UTO MO-
JIyJTH MOKHO 3arpyzKaTh IPsSIMO BO BpeMs pabOThl KOHTpOJLIepa. KeTh jjonoiHuTe IhbHAS
noggep:kka OVSDB protocol, ciemoBaTeIbHO MOXKET HCIOJIB30BAaTh BCE OCOOEHHOCTH M

pacmupenuss Open vSwitch.

5.4 WTtormn cpaBHeHuns.

[Ipoekr / Xapakrepucruka | POX Floodlight OpenDaylight

Azbik Python 2.6 Java 1.7+ Java 1.7+

Ctpok Koj1a 56961 90578 332317

[Mommepxkka OVS 1.11 2.0+ 2.0+

OpenFlow Hardware Ha Ja Ja

Tun API Rest API Rest API Rest API, OSGi
framework

[Tomnepxkka GRE Her Ja Ja

Pacnpenenennas Mojesb Ja Jla a

B mestom MmoxkHO ckazarh, uTo POX KOHTpOJLIED UCIIOMB3YeTCs st TPOBEPKH ITPOU3BO/IU-
resbHOCTH [TKC Ha pasgmauabIx TOMOIOrsIX ceTeit u TectupoBanus mporokosia OpenFlow.
Floodlight u OpenDaylight MoxkHO 00be/IeHUTH B OJHY KaTEropwio, KakK JBa IPOEKTa,
paspabarbeiBaembix Ha s3bike Java. Xors Floodlight MmoxkHo Ha3BaTh MEpexXoHBIM MEK Ty

POX u OpenDaylight, T.x. mocteauit moaep:xuBaeT JOObIE TOMOJOTUN CeTell, OOJIBITIoe
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KOJI-BO IIPOTOKOJIOB MapIIPYTU3AIMH, SBJIAETCA Oojiee THOKUM W JIydIle IOIXOIUT st

pellleHnst peajbHbIX OU3HeC-3a/1a4.

Cpeny pacCMOTPEHHBIX IIPOEKTOB cUIbHO Bhijeasiercss OpenDaylight. Ects mommepzk-
Ka pacupeaenerroi mogenn, OSGi ppeiiMBOpK MO3BOJISET 3arpyzKaTh MOY/IN He Iepe3a-
rpyzkasi KOHTPOJUIED, +aKTuBHas mojepkka Linux coobmectsa(crorcopsr: IBM, Cisco,

Nicira, OpenFlow Network Foundation u.r.x)

6 [locTtaHoBku 3apav.

6.1 OrpaHnyeHne paccbinku wmnpokoBeuiatenbHbix ARP 3anpo-

cos B VPN
KVM1 KVM2
CT101 CT102 CT101 CT102
—/  ovs-switch1 — " ovs-switch2 -
veth101.0 BV \eth102.0 vemioro Ny 00
eth0
eth0
veth1 @ veth2

Host Open vSwitch

lana ciieryroras cxema ceTu, HeOOXOJMMO HaCTPOUTD 0ovs-switchl u ovs-switch? Tak,
qT0o0BI arp-broadcast 3ampocsr Konreitnepos CT102 e nomaaau na unrepdeiicsr CT101.
CooTBeTCTBEHHO KOHTEITHEP HE MOXKETh IOJIyIUTh MAac-aJIpec KaKOro-aubo KoHTeiiHepa He
13 CBOEHl MOAIPYUIILL.

Pemenne — ucnonb3zoBanne broadcast-unicast u global-local 6utoB B mac-ajapece 1o-
CBLIIAEMOrO arp makeTa(CM.IPUIOKEeHHe).

mac-aJIpec B IIEPBOM OKTETe COJIEP:KUT 2 OuTa, 1epBblil yKa3biBaeT broadcast 3To maker
i unicast, a Bropoii global-local — aBiisiercs n ajipec r100aJIBHO WK JIOKAJIHHO & IMU-
HuctpupyeMbiM. COOTBETCTBEHHO, IPH IIOMOIIU YTUJIATHI 0vs-ofctl BbicTaBiisiem local u
broadcast jyist cranmaprabix arp broadcast(ff:ff:Af:ff:ff:ff) makeros, a ocrambabie 46 GuT
MOXKHO HCITOJTb30BATh KaK YHUKaJbHBI [D cooTBeTcTByIOMIEil rpyIiib.

Hactpoiika:
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Ha rnaBrnom xocre Open vSwitch — paGoraer kak OOBIMHBIN MApPHIPyTU3ATOP, HUKAKUX
JIOTIOJTHUTEIbHBIX IIOTOKOB B HEM ITPOIUCHIBATh He HYKHO. [IycTth macl-broadcast n mac2-
broadcast — yuukaiabHble 71 coorsercTBytomux noacererii(CT101,CT102) robanbHbie

MAC-azpeca(nampumep: 0f:00:00:00:00:01, 0£:00:00:00:00:02), Torma:

kvml$ ovs-ofctl add-flow ovs-switchl priority=10,in_port=1,
dl_dst=ff:ff:ff:ff:ff:ff,dl_type=0x0806,actions=mod_dl_dst:macl_broadcast,all
kvml$ ovs-ofctl add-flow ovs-switchl priority=10,in_port=2,
dl_dst=ff:ff:ff:ff:ff:ff,dl_type=0x0806,actions=mod_dl_dst:mac2_broadcast,all

kvml$ ovs-ofctl add-flow ovs-switchl priority=10,in_port=3,
dl_dst=macl_broadcast,dl_type=0x0806,actions=1
kvml$ ovs-ofctl add-flow ovs-switchl priority=10,in_port=3,

dl_dst=mac2_broadcast,dl_type=0x0806,actions=2

kvml$ ovs-ofctl add-flow ovs-switchl priority=5,actions=normal

Ha KVM2 komanpr ayb/impyroTcd ¢ y9eTOM TOPTOB, K KOTOPBIM TOJIK/TIOYEHBI KOHTET-
HEPBI K MapIIpyTH3aTOPy 0vs-switch?.

[TepBast rpymma komamn 1 npeodpasyeT craHjgapTHble arp-broadcast 3ampocsl, BeicTaB-
Jissl YHUKaJIbHBIE ac ajpeca B moJsie mac destination y cereBoro makera. Bropas rpynna
oOpabaThIBaeT MPUIIEIIIIe TaKeThl N3BHE, U PACCHITIAeT Ha COOTBETCTBYIONIHE MOPTHI. 11
HAKOHEII [IOCJIe/IHsIs KoMaH 1a oOpadaThiBaeT arp unicast makeTbl U ip MAKETHI.

B utore, nocrapiienHas 3a/1a4a pelieHa MoJIHOCThIO — arp-broadcast nmpobpacsiBatoTcs
TOJIBKO Ha XOCTBI M3 OJIHO MOArPYINIBl ¥ OTIKUK(PINgG) ecTh TOJIBKO ¥ XOCTOB U3 OJHOM
HOJI'PYIIIBL. DTUM MOYKHO JIOMOJHATEIBHO KOHTPOJIUPOBATH TPADUK MEXKTY PA3THIHBIMA

IIoJaceTdMu.

Jlannas 3ajada nMeeT IPUIOXKEeHHe U B 001acT 0€30I1aCHOCTH — HAIIPUMeE]D I10J1b30Ba-
TeJIb BUPTyaJbHOI Mamuubl caeias jgaxke ARP broadcast 3ampoc He y3naer, Kakue ecrb

BUPTYaJIbHbIE MAIIUHBI B 00/1aKe, KPOMe TeX, K KOTOPBIM Y HEro €CTh JOCTYII.

HomomauresHo ObLT co3mana koMonenTa jiisi POX koHTpoJsiiepa, KoTopas 1Mo BXO/I-
HBIM JIAHHBIM (TOIOJIOTMU CEeTH) reHepupyer jijis Kaxk1oit VPN cBoii yHUKAJIBHBIN TTHPO-

KOBeIllaTeIbHBIN a/Ipec 1 JejaeT COOTBETCTBYIONINE 3allUCU B MaplIIpyTU3aTopax, ¢ KOTO-
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PbIMU COC/IMHEHDBI XOCTDI.

6.2 Peanunsauyunsa pacnpegeneHHoin sBepcun POX-koHTponnnepa.

Cpe/i KOHTPOJLIEPOB, KOTOPbIe CPABHUBAIOTCS B JaHHON pabore, Toapko B POX][11]
He peain30BaHa PacIpele/IeHHAs BEPCUs.

POX nopgepxusaer Bepcuio 1.0 nporokosna OpenFlow, B Koropoii He peasmsobana
CUHXPOHU3alIuAd MEKAY HECKOJIbKHMMU ITOAKJ/JIIOYCHHBIMI KOHTPOJIJIEpaAMH OAHOBPEMEHHO,

HO MapIIPyTH3ATOP MOXKHO HACTPOUTDH TaK, YTOOBI OH MOIK/TIOUAJICA CPA3Y K IK3EMILIIPAM

cpasy:
host$ ovs-vsctl set-controller <BRIDGE> controllerl .. controllerN

[Ipobiiema 3aK/IIOYAETCS B TOM, YTO IPH HOJIKIIOUEHUN BCE KOHTPOJLIEPHI OYIAyT UMETH
pasHble NPaca Ha 3aIucCh U yaajaenue flow-nomokos B TabJIUIAX MAPIIPYTU3ATOPA.
CrenoBarebHO BO3HUKAET IpobseMa cuaxpoHusaruu — B crenudurarmn OpenkFlow
1.3 mobaBiien oOMeH COODIIEHUAMU MEYKJLy MapIIPYyTU3ATOPOM U TOJKJIIOYEHHBIMA KOH-
TpOoJLIIEpaMI JIjist BEIOOpa 2aa6Ho20(master) u douepruzx(slave) sxzemiuisipos. Master mme-
eT mpaBa Ha 3anucv u ydaaenue flow-nomokos, a doueprue SKIEMILIIPHI UMEIOT IIpaBa
JIUIIb HA YTEHUE JAHHBIX C MapIIpyTu3aTopa(arrperupoBaHue CTaTUCTUKH, ITEHUE CO-

crosmus flow-mabauy).

6.2.1 AnropuTtm paboTbl.

Distributed POX Controller(POXController Wrapper)
CPU-Load Messages
L — T =~
- TN
7 )
‘ - - Tt Q ~
¥ K N
Controller1 Controller2 Master-Controller
(Controller3)
host-1 IP:6633 host-2 IP:6633 host-3 IP:6633

‘ TCP/SSL

Open vSwitch

e Crucok xoctoB(IP - azmpec, mopt), Ha KOTOPBIX GyjeT 3aIlyIeH SK3eMIUIsip KOH-

TpoJLIepa Olpeie/ideTcd 3apaHee aJIMUHUCTPATOPOM, IOCje 4Yero B 6a3y JaHHBIX
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MapIIPYyTU3aTOPa 3aIUCHIBAIOTCA ITU aJIpeca

e B equnblii MOMEHT BpeMeHM, aKTUBEH TOJBKO 1 KOHTPOJULIEP(TAKUM OOpa30M HC-
KJII0YAEeTCs BO3MOYKHOCTDH PACCHHXPOHU3AIINN ), OCTAJIbHbIE WIEHBI KjlacTepa IPOBO-

JAT MOHUTOPHUHI XOCTa Ha KOTOPOM 3allyIIEH KOHTPOJLJIED.

e master-controller ¢ omnpejeenHoil TEPUOJAMITHOCTHIO PACCHIIAET COOOIEHUsI, B KO-
TOPBIX yKa3biBaeT 3arpy3Ky cBoero CPU u Takke 9TUM CUTHAJIU3UPYET O TOM, UTO

CBA3b HeE IIoTepdHa.

e Ecim 1o Kakoi-mmbo TpUYuHEe MPOUCXOIUT IMOTEPS CBA3U € aKTUBHBIM KOHTPOJ-
Jlepom 6o 3arpyska ero CPU mpesblliaeT HEKOTOPBIN 3apaHee yCTAHOBJIEHHDIN
IIpe/JIesT, 3aIyCKaeTCsd aTOMAPHBII MPOIECC BHIOOpA HOBOI'O aKTUBHOT'O KOHTPOJLIEPA.

Bribpannblii XocT, 3a1ycKaeT y cebs 9K3eMILIAP KOHTPOJLIEPA.

e XOCT, IepBbIil 3aMETHUBIINN IOTEPIO CUTHAJIA OT TJIABHOIO KOHTPOJLIEPa 3allyCKaeT
aTOMAPHBII Tporecc cMeHbl MacTepa. B cirydae “pa3Bajia’ Kiacrepa Ha HECKOJIHKO
HECBA3HBIX KOMIIOHEHT, B KayKJIO# U3 HUX OyJeT BbIOpaH CBOH MacTep(To MOXKeT
IPUBECTH K PACCHHHXPOHUBAIUHU, [TO3TOMY 3a TaKOi CHTyallneil JOJKeH CIeInThb
AJIMIHHUCTPATOD ), HO KaK TOJBKO CBsI3b MeXKJy KOMIIOHEHTaM# GyJieT BOCCTaBJIEeHA

— aBTOMaTHU4Y€CKHU 3allyCTUTCHA IIPOHECC CJIUAHNA KOMIIOHEHT.

6.2.2 OcobeHHOCTN peanusauun. TecTuposaHue.

[Iporpamma mpejcrasiisier coboit “06epTKy”’, KOTOpasi TPOBOIUT IIPOIECC MOHUTOPUH-
ra COEJIMHEHHUS MEXKJIy XOCTaMM, Ha KOTOPBIX 3allylleH KoutrpoJuiep. Ilpu 3amycke mpo-
rpaMMbl Ha yJIajJeHHBbIX XocTax, nmporpamma paccbiiaer BROADCAST UDP coobmienust,
C TOMOIIBIO KOTOPBIX YIEHBbI KJacTepa "HaxXoAdT" APYr JApyra U OTIPABJISIOT 3aIlpoC Ha
IO/IK/TIOIEHUE.

B ocnoBy tiporpammbl Jjiersia 6ubanoreka JGroups|10](www.jgroups.org), Koropast peio-
CTaBJIsSIeT BO3MOXKHOCTD CO3/IaHNsI KJIACTEPHBIX IPUIOKEHUI 1 0OMeHa COODIEHUSIMU MeXK-
Jly wieHamu Kjacrepa(MoxHO ormetuTh, 9To Floodlight Project m OpenDaylight Project
TaK:Ke UCIOJIB3YIOT 9TY OUOJIMOTEKY JJIsi pacipe/ieJieHHbIX Bepcenii). JGroups mpemocras-
JITeT BO3MOXKHOCTH HCIIOJIb30BaTh aTOMapHble onepalun u shared-variables BHyTpu Kia-
crepa.

Tectbl poBoMICH Ha (2-7) BEPTYATBHBIX MAIIIMHAX, BPEMsl EPEKJIIOUEHUsST Ha HO-

BOIO MacTepa COCTABJISLIO MOPsiiKa 2-2.5 CeKyH/I MpU HAPYIIIEHUN CBA3H(PE3KOM BBIKJIIO-
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YEeHUM BUPTYaJIbHON MAIUHBI C 3aIlyNeHHBIM MacTepoM). C ydeToM TOro, 9To BpeMms Ha
perucTpainio yTepr CBsI3U IIPOXOINJIO OKOJIO 2¢., BBIOOP HOBOIrO master-controller mpomc-

xoyma 3a 0.1-0.3 ceKyHIbI, HE3aBUCUMO OT KOJIMYIECTBA 3AITYIIEHHBIX KOHTPOJIIEPOB.

CcblIKa HA PENO3UTOPUIl TTPOEKTA:

https://github.com /fedor-goncharov /PoxWrapper

6.3 CpaBHeHue npoussogutensHoctTn Open vSwitch n 6ubnnore-
kun brctl.

Ha CXeMe(CM.BHI/ISy) InpezacTaBJaeHa MOJAEJ/Ib TeCTUPOBaHuAd ITPOU3BOANTEC/IHLHOCTH:

netperf client netperf server

Open vSwitch
OpenVZ OpenVZ

Container —@— Container
CT101 . CT102

veth101.0 veth102.0

netperf client netperf server
bretl(bridge)
OpenVZ OpenVZ
Container @_ Container
CT101 veth101.0 CT102
veth102.0

Beur npoBesien HAOOP CTaHIAPTHBIX TECTOB HPU IOMOIMU YTUIUTHL netperf. 3mepena
IPOIYCKHAs CIIOCOOHOCTD, a TaKyKe JacToTa ITepeadn coobineHuii(request-response per

second).

[IponyckHast crtocoOHOCTD:

TCP, MponyckHas CNOCO6HOCTb

1200
1000

800

1 ] [ u brctl
600

ovs
400
200 i

T
I
4 16 64 256

O —
1 1024 4096 16384 65536

1076 6aiiT B cekyHAy

pasmep CoO6LUEHWIA, GaliT


https://github.com/fedor-goncharov/PoxWrapper
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UDP, MponyckHas cnoco6HocTb(Send)

900 T
800

700

600 =

500 M brctl
400 ovs
300

200

100

1076 6aiiT B cekyHay

64 1024 1472

pasmMep coo6LIeHNiA, 6ainiT

UDP, MponyckHas cnocobHocTb(Recieve)

900
800 L

700

600 i

500 M brctl
400 ovs
300

200

100

1076 6aliT B cekyHay

64 1024 1472

pasmMep coo6LeHNiA, 6ainT

Kaxkmoe mamepenne moBTopsiioch 1o 15 pa3, 3aTeM pe3y/IbTaTbl YCPEIHSINCh U BbIMHC-
JISLTOCh CTaHJApPTHOE OTKJIOHeHuWe. 3 maHHBIX rpaduKoOB BHUIHO mpenmytiecTBo Open
vSwitch B ckopocTn obMena coobinenusmu 1o porokosy UDP(mpupocr B ckopocTu co-
crasust B cpegaaeM 20%, MpudeM CTOUT 3aMETUTDh, YTO 0OJIACTH CTAHIAPTHBIX OTKJIOHEHU
He TIePEeCEeKAIOTCsl — 9TO TOBOPUT B I0JIb3Y JIOCTOBEPHOCTHU CJIEJIAHHBIX BBIBOJIOB). B Te-
cTax ¢ ucrnojab3oBanneM mporokosa TCP, mpu pasmepax coobmenuit or 64 6aiiT u BbIIe
IPUPOCT B CKOpocTH coctaBui He Menee 18%(maxcumym 30% tpu pasmepe coobieHuit
— 4096 6aiiT)(K COKAIEHUIO [IPU MTPOBEICHUN TECTOB, OOECIIEINTh MAJIOCTH CTAHIAPTHOTO
OTKJIOHEHNUS HE Y/IAJI0Ch).

YHacrToTa TpaH3aKIINii:
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TCP, YacTora TpaH3akuuii

45000
40000 i I
35000
30000
25000 m bretl
20000 ovs
15000
10000

5000

TpaH3sakuuii B cekyHay

-

11 64-64 100-200 128-8192

pasmvep coo6LeHwii, GaliT

UDP, YacTora TpaH3akLuii

50000
45000 I T I
40000
35000
30000
25000
20000
15000
10000
5000

H bretl
ovs

TpaH3akuwii B cekyHay

1-1 64-64 100-200 1024-1024

pasmMep coo6LeHuiA, bytes

I[To uacrore obmena coobimenusMu request-response Open vSwitch TakzKe IIPEBOCXOIUT
moct m3 6ubmmoreku bretl(s Tecre TCP B cpemmem na 23%, UDP B cpemmem na 21%);
CTouT TakzKe OTMETUTh YTO HHTEPBAJIbl CTAHIAPTHBIX OTKJIOHEHUIT He epeceKaloTcs, 9To

CBHUJETEJILCTBYET O KOPPEKTHOCTU CAE/JIaHHBIX BBIBOJOB.

Bce TecTbl POBOAWINCEH TPHU OJIHON 3amucu BO flow-mabauue, Te B KadecTBe IMOJId
action 6buto 3amano geiicrBue NORMAL, re. crangapraas obpaborka nmakeros L2/1.3

MapIIpyTA3aTOPA.

7 3aksyeHue.

B mannoii pabore nposejien 0630p ocHoBHBIX djiemenToB [TKC(SDN), nokaszano, 4to
Open vSwitch noanocTbio coorBercTBYeT crenupuranuu OpenFlow Switch, a TakxXKe co-
JIEPKUT psiJT yI00HBIX pacimpernii u ponosuenuii( Nicira Extensions). O6paboTka BXos-
ero Tpaduka MOJHOCTHIO OIPeIesIdeTcs 3aluCIMu BO flow-mabauyar, KOTOPble MOXKHO
KOH(MUIYPUPOBATHL BPYYHYIO IPU HOMOIIY YTUJIATHI 0vS-ofctl, Mo aBTOMATUIECKH I10/I-

kiaovdasg K Maprpyrusaropy OpenFlow-kourposiep. ['mubkocts mactpoiiku OpenFlow
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MapIIpyTH3aTOPa JOCTUTACTC IIPHU TOMOIIU Mojiesin obpaboTku Tpaduka - Forwarding
pipeline; maHHAS MOJIE/Ib OCHOBAHA HAa WCIIOJIL30BAHUU Psja flow-mabauy, W BO3MOXKHO-
CTH TIepe1aBaTh 0OpabOTKY MMaKeTa U3 OJHON TaOJIUIBI B JPYTYIO — 3TO IMO3BOJIAET JEIaTh
HACTPOMKHU PACHIUPSEMBIMI ¥ 00JIerdaeT HACTPONKY MapIIpyTU3aTOPa JIJIsi CETEBOIO a/l-
MUHHUCTPATOPA.

Nrorom o63opa OpenFlow mapripyrusaropa crajgo cpaBHEHWE TPON3BOIUTETHHOCTH
Open vSwitch n 6ubauoreku bretl: Tectol Ha OpenVZ KoHTeliHepax moKazaJm, 910 Open
vSwitch npeocxomur bretl(bridge) kak u 8 STREAM PERFOMANCE recrax, Tak u B
TRANSACTION PERFOMANCE recrax(mis nporokosios TCP,UDP).

Taxke B paboTe mpoBeeHO KauecTBeHHOe cpaBHeHne coBpeMeHHbIX OpenFlow-KoHTposLiepos,
HOKa3aHbI CUJIbHBIE U cJIabble CTOPOHBI paccMoTpeHHBIX ipoekToB( POX, Floodlight Project,
OpenDaylight Project) — yKa3aHbl IPUOPUTETHbIE [IEJIU UCTIOIH30BAHNUS JIAHHBIX TPOEKTOB:

Tax POX u Floodlight npencTaBisioT cKopee HayIHbIN HHCTPYMEHT, st OBICTPOI pa3-
paborku u TecrupoBanus mnapaaurmbl [IKC, B To Bpems kak OpenDaylight Project u ero
rocJte tHsist Bepeusi Hydrogen TOIXOmAT 71t MHTETPAINN U PEIEHUsT PeaTbHbIX OM3HEC 3a-
nad. B orymmaune ot apyrux mpoektoB OpenDaylight nopiep:kuBaeT He TOJBKO ITPOTOKOJI
OpenFlow, HO BO3MOXKHBI BCTpaumBaHus APyrux Southbound mTpPOTOKOJIOB U MMeeT Hau-
OO0JIbIIIeE THCJIO CIIOHCOPOB, CPEeIn KOTOPBIX Takne KpymHbie Kak Linux Foundation, Cisco,
Citrix, Juniper, IBM, RedHat, Windows n HekoTopsbie apyrue.

Wrorom cpaBHeHUsT KOHTPOJLIEPOB ABJISIETCsT TaOIUIA, KOTOpash HAXOJIUTCS B IIaparpa-
de “OpenFlow-kouTposLiepsl’, B KOTOPOIl YKa3aHbl OCHOBHBIE MHTEPECYIOIINEe XapaKTe-
PUCTHUKI.

B koHIle MOXKHO YIIOMAHYTDH peajin3aliuio pacipeaeiaeHatoi sepcuun POX-konTposuiepa
OCHOBAHHOI Ha HUCIOJIb30BaHuu O6ubmorekn JGroups; HIPpUOPUTETOM HAIMCAHUS JAHHOMN
Bepcun OBLIO PENNTh 3aJavdy OTKA30yCTONYINBOCTH, TECTHI MOKA3aJd, UTO BPEMs Iepe-
KJIIOUEeHWs Ha HOBBIN dK3eMILTdAp cocTaBiadgeT mopsaka 0.1-0.3 ceKyHIbI, He3aBUCUMO OT

KOJIM9EeCTBa 3allyIIEHHBIX KOHTPOJIJIEPOB.

B nesiom MOXKHO cKa3aTh, 9TO UJIEOJOTHIECKH BCE ITPOEKTHI KOHTPOJLJIEPOB HE CUJIBHO
pasIMIaTCsd, T.K. [0 CyTH JeaioT OfHO U TO ke(mpemocrapisior ymnoonoe API mpo-
rpaMMECTaM JJist pABGOThI € CETHIO), CJIEIOBATEILHO TIPHOPUTETHBIM SIBJISIETCST TOT TPOEKT,

KOTOPBIH 1petocTapiger Haunbosee yaobHoe u rudokoe API.
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8 [llpuno>xxeHus.

8.1 Crpyktypa MAC apgpeca

Crpyktypa MAC apgpeca.

1 1 22 buta 24 Bura

WHUKANBHOE 3HAYEHWE

o BLGHPaEMOS NPONIBCIHTENEM

noBaneHsIA
[CREMNEH bIA

Y HrBEpCcankEHEIR

oM naeHTWDMKaTOp
COMHoHHEIA NpOWEBOOUTENS NNATE|
TpynnoBoR

Hanpumep 00-1A-4D-2D-C2-6A
00000000-00011010-01001101-00101101-11000010-01101010

Cranmaprel IEEE onpenensitor 48-paspsiubiii (6 okreroB) MAC-ajpec, KOTopblii pas;ie-
JIEH Ha YeThIpe JacTH.

[Tepsoie 3 okTeTa (B MOps/KE UX [IEPEJIAvn [0 CEeTH; CTapIine 3 OKTEeTa, eCIu paccMaT-
pHUBaTh UX B TPAJMIIMOHHON OMT-peBepcHOIl mecTHaanarepuyanoii 3ammcn MAC-aapecos)
cofiepzkaT 24-6uTHbI yHUKAIBHBI naeHTHGuKaTop opranusamnun (OUI), wim (Kog MFG
— Manufacturing, npousBoauTess), KOTopbiil npousBoaures noaydaer B IEEE. ITpu
9TOM HUCIHOJIb3YIOTCS TOJIBKO Mialiue 22 paspsjia (6ura), 2 crapiime UMeT CIIeIUaIbHOe

Ha3Ha4Y€HHUE:

e 1epBbIil OuT (Miasmmil 6uT mepBoro Gaiita) ykasplBaeT, [ opuHouHOro (0) miiu

rpymumosoro (1) ajapecara npeHa3HAYEH KaJp

e cuiestytomuii 6uT ykaseiaet, apigercs jau MAC-anpec riobanbho (0) uim JOKaIbHO

(1) aMUHUCTPHPYEMBIM.

e Ciesyrolue Tpu OKTeTa BBIOMPAIOTCS M3TOTOBUTEIEM JIJIsi KAXKIOTO IK3EMILISAPA

YCTPOHCTBA. 3a UCK/IIOYEHNEeM CeTell CHCTEeMHON ceTeBOil apxuTeKTyphbl SNA.
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