®enepanbHOe roCy1apCTBEHHOE ABTOHOMHOE 00pa3oBaTeibHOe
yupeskaeHue BbICIIero 00pa3oBaHus
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A.A. BopoHnos

PaGouas nporpaMMa quCHUNJIMHBI (MO 17}
10 JMCIHHUILIHHE: WNudopmannonnas 6€300acHOCTb
10 HANPABJIEHUIO: [Tpuknagnas MmareMaTtuka 1 nHGopMaTHKa (OaKamaBpHar)
NnpopuIb NOATOTOBKH: [TpuknanHas MmaremMaTHka U HHPOpMaTHKa (0OLITHif)
(baxynpTeT MHHOBAIMH U BBICOKMX TEXHOJIOTHIA
kadeapa nHGOPMATHKHU U BEIYUCIUTETLHON MaTEMaTHKH
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KBAJTH(UKAIUA: OakanaBp

CemecTtpbl, GOpMBI IPOMEKYTOUYHOH aTTECTAINH:
7(Ocennuit) - IuddepeHnrpoBaHHbIi 3a4eT
8(Becennuii) - JluddepeHmupoBaHHbIii 3a4eT
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nabopaTopHsble 3anaTus: 60 gac.

CamocrosrenbHas pabora: 12 gac.
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1. Henu u 3apaun
eab AMCHUIIUHBI

M3y4YeHHE TOHATUN MH(POPMAIIMOHHONM 6€30MacHOCTH, METOAOB aTaK Ha MH(POPMAIIMOHHbBIE CUCTEMBI U
Y 3alIUTHI OT HUX.

3agauM AUCUMITUHBI
* OCBOCHHE 00yUaromuMHCs 0a30BBIX 3HAHUM B 001aCTH HHPOPMAIIMOHHOM 0€30TacCHOCTH;
* mpuoOpeTeHue MPaKTUYECKUX 3HAHUN B 00JIACTH 3aLIUTHI UH()OPMAIIMOHHBIX CUCTEM.

2. MecTo qucuunJanHbI (MOAyJsl) B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

JanHast qTucuuIuIinHa OTHOCUTCS K BapuatuBHoM yactu OOIL.
Huctumnuna « MabopManinonHast 6€30MacHOCTEY 0a3upyeTcs Ha IUCIUTUIMHAX
Bricmas mareMaTnka;

Wndopmaruka.

Juctummza « MHpOopManmonHas 6€301MacHOCTbY MPEIIIeCTBYET N3yUYSCHHIO TUCIUTUIMH:
Hayuno-uccnenosarensckas pabora.

3. llepeyeHb IVIAHUPYEMBIX Pe3YJIbTATOB 00y4eHH S MO AUCHUILIHHE (MOAYJII0), COOTHECEHHBIX €
IUVIAHUPYEMbIMU Pe3yJibTATAMH 0CBOEHHs 00pa30BaTeIbHOM MPOrpaMMBbl

OcBoeHMe TUCIUTUTMHBI HATIPABJICHO Ha ()OPMHUPOBAHUE CIEAYIOMINUX OOMICKYIbTYPHBIX,
oOmenpodecCHOHABHBIX B MPOGECCHOHATBHBIX KOMITETCHITUN:

B pe3ysibTaTe ocBOeHUSs AUCHMILIMHBI 00y4alolHecsi 10/LKHbI

3HATb:



OcCHOBHbBIE TIOHATHS U KaTETOPUH B 001aCTH « 6€30MaCHOCTH MH(POPMALIMOHHBIX TEXHOJIOTUII.
Tunel u kaTeropuu nHpoOpMaUU, MPOOIEMbl HHPOPMALIMOHHOM 3aLTUTHI.
ba3oBble MOHATUS TOJIUTUKUA OE30MACHOCTH, YSI3BUMOCTH, aTaKd, PUCKH, NMOTCHIUAIbHbBIC TOTEPU U
CPEICTBA 3aIUTHI.
OcHOBBI ynipaBiieHUs] HHOOPMAIIMOHHON 0€30IacHOCTBHIO.
OCHOBHBIE HOPMAaTUBHO-IUPEKTUBHBIE JOKYMEHTBI, PETYJIUPYIOLIUE BCE AaCMEKThl OpraHU3alUU U
yTpaByieHUs] UH)OPMAIIMOHHOM 0€30MacHOCTHIO.
OCHOBBI METOAMKH YIPABJICHUS pUCKaMHU HH(OPMAIIMOHHON 0€30MacHOCTH.
ba3oBbie MOHATHS METOJIMK OLIEHKU PUCKOB MH(OPMAIIMOHHON 0€30IacHOCTH.
OcHoBHbIE TpeOoBaHMs HHPOPMALIMOHHOMN 0€30MacHOCTH.
OcHoBHBIE KpUIITOTpa(hUIECKUE CHCTEMBI, allTOPUTMBI M METOIbI IIU(POBAHUSI HH(DOPMALIHH.
ba3oBble cpeacTBa 3alIUThl ONEPALIMOHHBIX CUCTEM.
OcCHOBHBIE METOBI YIIPABIECHUS JOCTYIIOM U YIIPaBJICHUS IIpaBaMu M0JIb30BaTEECH.
[TpuHIUIBI 1 METOIBI 3AIIUTHI IPOTPAMMHOTO 00eCTIeUeHHS.
OCHOBHBIE YSI3BUMOCTH CETE€BOI 0€30MacHOCTH.
Knaccel cpencTs cereBoii 6€30MaCHOCTH.
OcHOBHBIE IPOTOKOJIBI Oe30macHOCTH VIHTEepHEeT.
Apxutektypa IP VPN. Apxurexktypa IPSec. Ilporokonsr IPSec. IIpoTokon renepammuu u oOmer
ximouer IKE.
[TpuHIUMBI YIIpaBICHUS KIIOYaMH UG POBAHUSL.
ApXUTEKTYpY HH(PPACTPYKTYpBI pacripeieIeHUs] OTKPBITHIX KIIOUEH.

yMeThb:
[ToaroToBUTH KOPIOPATUBHYIO MOJUTHKY HHPOPMALMOHHON O€30MacCHOCTH.
[ToaroroButh KOpropatuBHyo KoHnenuio nHPOpMaIMOHHONW 6€30MaCHOCTH.
CchopmupoBaTh MoOzEIb TMOTCHIUAIBHOTO HApPYIIUTENs KOPIOPATHMBHOM aBTOMAaTH3MPOBAHHON
MH(POPMALIMOHHOMN CUCTEMBI.
OueHuTh pUCKU HH(YOPMAITMOHHON 0€30aCHOCTH.
[TomoOpate Mephl CHIKEHHSI UACHTU(HUIIMPOBAHHBIX PUCKOB HH(POPMAIIMOHHOHN 0€301MacHOCTH.
CdhopmynupoBaTh afeKBaTHbIEe TPEOOBAHUS K PA3TUYHBIM KaTErOpUSM KOPHOPATUBHBIX JIAHHBIX U
nHPOPMALIUU C TOYKU MHPOPMAITMOHHON OE€30MTaCHOCTH.
Hcnonp30BaTh KpUNTOrpapuuecKue alrOpUTMbl, METOJBI M MOAXOBI K 3alUTe KOH(UIACHINAIBHBIX
JAHHBIX.
[TonroroButh npoekt IloauTrKn HHPOPMALIMOHHOM 3aLTUTHI KOPIIOPATUBHBIX ONEPALMOHHBIX CUCTEM.
IToaroroButs npoekT IloauTHKYM yripaBieHus JOCTYIIOM U paclpelelIeHUEM IIpaB M0Ib30BaTeeH.
[ToaroroBuTh npoeKT I1oIUTHKM 3aIIUTHI TPOTPAMMHOTO 00eCIICUeHUS.
[TonroroButh npoekT [loaUTHKM CETEBOH 3aIIUTHI KOPIOPATUBHOM MH(POPMALIMOHHOMN CUCTEMBI.
Ocy1iecTBUTh a/ICKBATHBIM BBIOOP CETEBBIX CPEACTB M METOJIOB 3alUTHI U CHUKCHUS PHUCKOB
ceTeBOil nH(pOpPMAIIMOHHON 0€30MacCHOCTH.
[TonroroButs  mpoekT lloauTuku  ynpaBiaeHds — KIOYaMH — IUGPOBaHHMS  KOPHOPATUBHOU
MH(POPMALIMOHHOMN CUCTEMBI.
[ToaroToBUTH MPOEKT CHUCTEMBI HMH(OPMAIIMOHHONW O€30MacHOCTH  KOPIOPATUBHOW  CHCTEMBI
MOJIEP’KKH yUeOHOTO MpOoIecca BBICHIETO yUeOHOTO 3aBe/ICHHS.
[ToaroTOBUTH MPOEKT CHCTEMBI HH(POPMAIIMOHHOI 6€30MaCHOCTH KOPIIOPATUBHON CUCTEMBI JIe4UeOHOTO
yUpexaeHus (MOJTUKIMHUKH, OOJIIbHUIIBI).
ITogroroButs IIPOEKT CUCTEMBI MH(POPMALMOHHOM 6e30macHOCTH KOPIIOPaTUBHOU
aBTOMAaTU3UPOBAHHOM CUCTEMBI KPEAUTHON OpraHU3aluu.
[ToaroToBUTH MPOEKT CHUCTEMBI HMH(OPMAIIMOHHONW O€30MacHOCTH  KOPIOPATUBHOW  CHCTEMBI
MH(POPMALMOHHO-aBTOMAaTU3UPOBAHHON CUCTEMBI HHTEPHET-KOMIIaHHH.

BJIaJ€ETh:
'] HaBBIKAMH OCBOEHUS OOJIBLIIOTO 00BeMa HH(OpMAITHH;

HaBBIKAMHU CAMOCTOSITENILHON paboTh! B J1abopartopun U cetu MHTEepHeT;

KyJIbTypOH IOCTAaHOBKH U MOJAETMPOBAHUS 3a7a4 MH()OPMaTHKHY;

IIPAKTUKOM MCCIIENOBAHUS U PELICHHUs TEOPETUUYECKUX U MPUKIIAJAHBIX 3a/1a4;

HAaBBIKAMU TEOPETHYECKOTO aHAJIN3a PEANBHBIX 3a7a4, CBA3aHHBIX CO CTPYKTYPAMH JaHHBIX;

[ I



4. CopeprxkaHue TMCOUILIMHBI (MOAYJIsA), CTPYKTYPHPOBaHHOE 110 TeMaM (pa3jiesaM) ¢ yKa3aHueM
OTBE/ICHHOT0 HA HUX KOJIMYeCTBA AKA/IeMHYeCKHUX YaCOB ¥ BUAOB YUeOHBIX 3aHATHH

4.1. Pa3aensl AUCIUIUTUHBI (MOYJISl) M TPYAOEMKOCTH 10 BUJaM Y4E€OHBIX 3aHATHIMA

Bupl yueOHBIX 3aHATHI, BKIIOYAs CAMOCTOSTEIbHYIO
paboty
Ne Tema (pa3zmen) IUCUUIIIUHBL [pakTuyec- 3aganus,
Texunn KHE JlaGopar. KypCOBBIC Cawmocr.
CEMHUHAPCKHME | PabOTHI pabora
3aHATUA p a6OTBI
1 Bunet arak  Ha  uHGpOpMalUMOHHbBIE 2 )
CUCTEMBI
2 Crioco0sI 3amuThl HHGOPMAITIH 6
3 TpeboBaHMs K CpeICTBAM 3alLUTHI 4
4 [TpoexkTupoBanue MH(GOPMaAIIMOHHBIX 6
CHUCTEM B 3allMIICHHOM UCTIOJIHEHUH
5 Ceptudukanus MIPOrPaMMHBIX ) 4
POAYKTOB
6 OcHOBHbIE TIOJIOKEHUSI M METOAMKA 4
WH()OPMAITMOHHOM 3aIIHTHI.
7 Opranu3zanus u yIpaBiieHUuE 4 4
nH(OpPMAITMOHHONW 0€30MMacCHOCTHIO.
8 O1ieHKa U yIIpaBJICHUE PUCKOB. 4 2
9 Tunbl TpeOoBaHuit HMH(POPMAITMOHHON 4
0€30MacHOCTH.
10 Brenenue B Kpuntorpaduueckue 6
METO/IBI.
11 CereBas 6€30MacCHOCTb. 6
12 be3omnacHocTh  cepBUCOB  yIpaBiICHUS 6
JTAaHHBIMHU.
Hroro wacos 60 12
[ToaroTroBka Kk sK3aMeHy 0 ygac.
Oo6mmas Tpya0EMKOCTh 72 yac., 2 3a4.eq.

4.2. CopepxaHue JUCIUTUIMHBI (MOAYJIsS), CTPYKTYPHPOBAHHOE IO TeMaM (paszesiam)
Cemectp: 7 (Ocennmuii)
1. Buasr arak Ha ©HGOPMAITMOHHBIE CHCTEMBI

CereBble BTOp)KEHUS. ATakHM C HCIOJb30BaHHEM VHTepHET. BpenoHOCHbBIE ITPOrpaMMbl — BUPYCHI,
TPOSIHIIBI. ATaKM THUIIA «OTKa3 B 00CTykKMBaHUN». HecaHKIIMOHNPOBAHHBIHN TOCTYTI K JAHHBIM.

2. Crioco0bl 3amUTHl THPOPMALIUU




OcHOBHbIE MOHATHUS KPUNITOTPAQUU: CUMMETPUYHBIE U HECUMMETPUYHBIE aITOPUTMbI MIHPPOBAHUS,
BBIYMCIICHHE  XJII-3HAYCHWH, diekTpoHHO-mbpoBas moamuch (DOLII). Hcmomp3oBanue
rotoBeIxkpuntocpencts: Kpunrompo, Bepba, CryptoAPI u xpunrtomposaiinepsl. Knaccuduxarm:
Croco00B 3alUThl HMH(OpPMAIMK: OpraHU3al[MOHHBbIE, WH)KEHEPHO-TEXHUYECKUEe (MEXKCETEeBbIe
9KpaHbl, 3aMKH, MHUdpaTopsl), nporpamMmmubie. CpeacTBa 0€30MacHOCTH, BCTpoeHHbIe B Window
Monenu pa3rpaHudeHHs 1OCTyna: AUCKPELUUOHHAs, pojeBas U MaHaaTHas. CUCTeMbl OOHAPYKEHUS
BropkeHnit. C3U mpuknagaeix MC: uneHTudukanus v ayTeHTH(UKAINS; pEeaKkIus Ha COOBITHS B
cucrteMe (MPOTOKOJMPOBAHUE, OIMOBEIICHUS, OJOKHPOBKH); pa3rpaHUUYEHUE JOCTyMa; KOHTPOJIb
[EJTOCTHOCTH HaHHEIX U I10;

3. TpeboBaHus K cpeACTBAM 3aIIUTHI

[Tatepn npoextupoBanuss MVC(Model-View-Controller). MVC B Cocoa. Pabota Heckonpkux MV
BMECTE.

4. IlpoexkTupoBanre NHGOPMAITMOHHBIX CUCTEM B 3AIIUIICHHOM UCTIOTHEHUH

Otanbl  pabOTBl  HAJl  CHCTEMOMN: oOciemoBaHne, TMOATOTOBKAa Tex3amaHusd, OSCKH3HOE
MIPOCKTUPOBAHKE, TEXHUYECKOE MPOEKTUPOBAHUE, pa3pabOTKa, JOKYMEHTHPOBAaHUE, TECTUPOBAHHE,
OTBITHASE ~ JKCIUTyaTalus, MNPOMBIIUICHHAS  JKciutyaTamus.  DopMylIupoBaHHE  MOJHMTHKU
Oe3omacHOCTH. 3ajaHue Mo Oe30macHOCTH W mpoduib Oe3omacHOCTH. B3ammonelcTBHE CpeacTB
3aUTHl  MHPOPMAIIMOHHON CHCTEMBI, 0a3bl JaHHBIX M OMNEPAIMOHHOW cucTeMbl. [loHsATHE
JTOBEPEHHOM cHCTeMbl. OCOOCHHOCTH apXUTEKTYpPhl M TMPOTPAMMHO-TEXHHUYECKOW pean3aliiu:
BhIZIcNIeHHe Jlucmeryepa JoCTyma, HUCMoib3oBaHWe wuAeHTHGUKanuu  Windows, mNpuMeHsIeMb
CETEBBIE

5. Ceptudukariys IporpaMMHBIX TTPOTYKTOB

OO0ume cBeeHNUs O cUcTeMe cepTH(GUKAIUU HHPOPMALIMOHHBIX CUCTEM U CPEICTB BHIYUCIUTEIBHOM
TeXHUKU B PD: 1enp cepTudukanuy, HOpMaTUBHBIE IOKYMEHTHI, BHITIOIHIEMbIE IPOBEPKH.

6. OCHOBHBIE TIOJIOKEHHUSI U METOIMKA MH()OPMAITMOHHOHN 3aIIUTHI.

OCHOBHBIE TOJOXKEHUS M METOAMKA WH(POPMALMOHHOM 3alUTHI. MOJIUTUKA OE30MaCHOCTH,
ySA3BUMOCTH, aTaKH, PUCKHM, NOTCHLHUAIBHbIC IIOTEPU U CPEACTBA 3alUMUTHL. 1 EPMHUHOJIOTHS.
Paznuunble TOAX0IbI M METOIMKA YTIpaBJIeHUs] UH()OPMAIIMOHHON 0€30MacHOCTHIO.

Cemectp: 8 (Becennuit)
7. Opranuzanusi 1 ynpasieHrue HHPOPMAIIMOHHOM 0€30MacHOCTBIO.

Opranuzanus U ynpasieHue MHGOPMAIMOHHON Oe3o0macHOCThi0. OpraHU3alMOHHBIE CTPYKTYPHI.
Kareropun u knaccudukanus napopmanuu. CTaHAapTU3YIOMIKME JOKYMEHTHI U OpraHU3aliHy.

8. OueHkKa 1 ynpaBJi€HHE PUCKOB.

OueHka U yIpaBJIEHHE DPHCKOB. OneHka M yIpaBJIEHHE PUCKOB. YSI3BUMOCTH M OLIEHKA
MOTEHIUAIbHBIX IIOTEPb.

9. Tunsl TpeboBaHMi HHPOPMALIMOHHON OE30MACHOCTH.

Tuner TpeOoBanmii wWHGOpMaIMOHHONW Oe3omacHocTH Tumbl TpeOoBaHUN HMH(POPMAITMOHHOMN
0€30MacHOCTH M COOTBETCTBYIOIINE METOIbI 00€CTICUCHHUS.



10. Beenenue B kpuntorpagudeckue METOIbI.

3amuTa OMEepalMOHHBIX CUCTEM. ba3zoBbie cpenctBa — ayTreHTu(UKanus, 3ammTa (GaiioBbIX
CUCTEM, B3aMMOJICWCTBHE C BHEIIHMMHU CHCTEMaMH. 3aluTa OPOrpaMMHOr0 oOOecrnedyeHus —
LEJIOCTHOCTb..

11. CereBast 0€30I1aCHOCTb.

CereBast 6€3011aCHOCTb. OcHoBHBIE ys3BUMOCTH. Kitaccwl cpelncTB ceTeBoi 0€30MacHOCTH.
MesxceteBble 3Kpanbl. CeTeBble MPOTOKOJBI Oe3omacHocTH MHTepHeT. 3anuieHHble BUPTYyaibHbIe
cetu. IIporokonsr IP VPN. Apxurektypa IP VPN. Apxutektypa IPSec. Ilportokonst IPSe
[IpoTtokon renepaunu u oomena kimouein  IKE.

12. be3onacHOCTb CEPBUCOB YIIPABIICHUS JAHHBIMHU.

BezonacHocTh cepBUCOB yrnpaBieHus JaHHbIMU. [lognepskka kpunrorpadudyeckux 0a3 JaHHBIX.
3akmouenue. YeMy Mbl Haydmmuch? OOCy)aeHUE pe3yJIbTaTOB CAMOCTOSITEIIBHBIX pabOT

5. Onucanue MaTepruaIbHO-TeXHNYECKOH 0a3bl, HEOOX0AMMOM ISl OCYLIeCTBJICHUsI 00PAa30BaTEIbLHOIO
npouecca no JMCUMILVInHe (MOIYJII0)

KOMITBIOTEP U MYJIbTUMEANIHOE 000pyI0BaHKE (IPOEKTOP, 3BYKOBasi CHCTEMA)

6. IlepeyeHb OCHOBHOM M IOMOJIHUTEJIbHOM JIUTEPATYPbI, HEOOXOAMMOI /1151 OCBOCHUS TUCIUILIUHbI
(MomyJist)

OcHOBHas nuTeparypa
1. Common Criteria for Information Technology Security Evaluation. Introduction and Overview.
1999.
2. Common Criteria for Information Technology Security Evaluation. Part 1: Introduction and general
model. 1999.
3. Common Criteria for Information Technology Security Evaluation. Part 2: Security functional
requirements. 1999.
4. Common Criteria for Information Technology Security Evaluation. Part 3: Security assurance
requirements. 1999.
5. Cryptography and Network Security — Principles and Practice by W. Stallings, Prentice-Hall,
Englewood Cliffs, New Jersey, 1998

JlononHuTenbHas IMuTeparypa



1. Martin Murhammer, Tim Bourne, Tamas Gaidosch, Charles Kunzinger, Laura Rademacher,
Andreas Weinfurter. A Comprehensive Guide to Virtual Private Networks, Volume I: IBM Firewall,
Server and Client Solutions. IBM Red Book. International Technical Support Organization. 1998.

2. Martin W. Murhammer, Orcun Atakan, Zikrun Badri, Beomjun Cho Hyun Jeong Lee, Alexander
Schmid. A Comprehensive Guide to Virtual Private Networks, Volume III: Cross-Platform Key and
Policy Management. IBM Red Book. International Technical Support Organization. 1999.

3. Security in Open Systems by Rob Bagwill, John Barkley (editor), NIST Special Publication, 1994.
4. Wnrepnert. [Ipotokounsl 6e3omacHocT. — M.: ITutep, 2001.

5. PoGepra Bparr. Cucrema 6ezomacnoctu Windows 2000. — M.: Bunbsamc, 2001.

11. Tamuukuii A. B., Psoko C. /1., lHansrun B. @. 3amuTa nndpopmanuu B ceTu. AHAIU3 TEXHOJIOTUI
u cunre3 pemenuid. M. JIMK Ilpecc. 2004.

6. T'onnosckuii M.bezonacuocts mnarexeit B atepuere.C.-IL.ITutep. 2001.

7. Maxk-Knap C., Ckembpeit Jx., Kypi [x. Cexpersl xakepoB. be30omacHOCTh ceTeil - TOTOBbIE
pemenus. M.: Bunbsimc. 2004.

8. Bbpoarr P., Ponc-Oyciu M., Ctpaccbepr K. be3onacnocts ceteil. [lonHoe pykoBoacTBo. M.: Dxom.
2006.

7. Tlepeyenb MHGPOPMAIMOHHBIX TEXHOJIOTHI, HCIO0JIb3yEeMBbIX NP OCYLIECTBJICHUH 00pPa30BaTEILHOIO
npouecca no TUCHHUILINHE (MOAYJII0), BKJIOYAas NepedYeHb IPOrPaMMHOTI0 odecrevyeHus U
HH(OPMALMOHHBIX CIIPABOYHBIX CHCTeM (IIPH HEOOXOAMMOCTH)

J1J1st KOHTPOJISI ¥ KOPPEKIIMY 3HAHHUH 00yUJaronIrecss MOT'yT HCIIOJIb30BaTh KOMITBIOTEPHOE
TECTHPOBAHUE, B TOM YKCJIE Ha mopTaie judge.mipt.ru.

8. MeToauuecKkue YKazaHnusda AJis oﬁyqammnxca 0 OCBOCHHUIO TUCHMUIIJIMHBI

CryneHT, u3yJaronui Kypc JOJDKEH ¢ OJHOW CTOPOHBI, OBIAACTh OOIIMM MOHATHIHBIM arapaToMm, a ¢
JPYTO CTOPOHBI, JOHKEH HAyUYUTHCS IPUMEHSATh TEOPETHUECKHE 3HAHUS Ha MPAKTHKE.

YcnenrHoe ocBoeHHe Kypca TpeOyeT HanpsHKEHHOM caMOCTOSTEIbHOM paboThl cTyneHTa. B mporpamme
Kypca TpHUBEJICHO MUHUMAJIbHO HEoOXoauMoe BpeMs s paboThl CTyAEHTa HajJ TEMOW.
CamocrosTenbHas paboTa BKIIOYAET B CeO:

— YT€HHE U KOHCIIEKTHPOBaHUE PEKOMEHI0BAHHOM JIUTEPATYPHI,

— mpopaboTKy y4ueOHOro marepuajia, MOATOTOBKY OTBETOB Ha BOINPOCHI, MpEIHA3HAYCHHBIX IS
CaMOCTOSITENILHOTO U3yUYEHHS, I0KA3aTeIbCTBO OT/ICIbHBIX YTBEPKICHHI, CBOICTB;

— pelIeHHe 3aj1ad, MpeiaraéMbIX CTYJEHTaM HANpPaKTUYECKUX 3aHATHSIX W B KaueCTBE KYpPCOBOTO
3aJaHM,

— TOATOTOBKY K JTJaOOPaTOPHBIM 3aHATUSAM, 3a4ETy.

PykoBOICTBO W KOHTPOJbh 3a CAMOCTOSITETBHOW paboTOil CTyJIeHTa OCYIIECTBISiETCS B Qopme
WHIUBUYaJIbHbBIX KOHCYJIbTALlAMN.

[Tokazarenem BrlaJeHHs] MATEPHAJIOM CITY>KUT YMEHHUE pelaTh 3a1a4u.

BaxHo n1oOMTHhCS MOHMMaHMUA M3y4aeMOTo MaTepualla, a Heé MEXaHMYEeCKOro ero 3amoMuHaHus. [Ipu
3aTPYAHEHUN H3YYEHUS OTHENbHBIX TEM, BONPOCOB, CIEIyeT OOpaIlaThCs 3a KOHCYIbTALUSAMH K
JICKTOPY WJIU MPETOAaBATEINI0, BEAYIIEMY J1a00paTOPHbIC 3aHATHSL.

9. ®oH/ OLIEHOYHBIX CPEJACTB JJISl IPOBeeHUs MPOMEKYTOYHOM aTTECTAMHU 10 UTOraM 00yYeHu st

[Tpunoxenue



IMPUJIO)KEHUE

POHJ OHEHOYHBIX CPEJICTB
JIJISI MPOBEIEHUS ITIPOMEXYTOYHOM ATTECTAIIUA OBYUYAIOIINXCA

o AMCIUIIJIMHE
10 HANPAaBJIEHUIO: [Tpuknagnas MmareMaTtuka 1 nHGopMaTHka (OakamaBpHar)
npo(dpuib NOArOTOBKM: [Tpuknannas maTematuka u uHGopMaTrka (0OIIHiT)

@aKyJIbTET UHHOBALIMI U BBICOKUX TEXHOJIOTHI
kadeapa nHGOPMATHKU U BEIYUCIUTEILHON MaTeMaTHK
Kypc: 4

KBaJIH(pUKaIs: OakamnaBp

CemecTtpbl, GOPMBI IPOMEKYTOUYHOHN aTTECTAINH:
7(Ocennuit) - IuddepeHnrpoBaHHbIi 3a4eT
8(Becennuii) - JluddepeHupoBaHHbIii 3a4eT
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1. Komnerenuun, (popmupyembie B pouecce U3y4eHus AUCHUTNITHHBI

OcBoeHHE JUCIUILTUHBI HAIPABICHO Ha (OPMHPOBAHHE y OOYYAIOIIETOCS CICAYIONIMX OOIICKYIbTYPHBIX
(OK), obmemnpodeccuonansubix (OIIK) u mpodeccnonansubix (I1K) kommereHuii:

2. [loxa3zaTen oLleHUBAHUS KOMIIETEHIIMIA
B pesynbrare uzydenus aucrumuinabl «MHbOpMarimonHas 6€30macHOCTh) 00yJaroNTUiCs JOJKEH:

3HATb:

OcHOBHbIE TIOHATHUS U KaTErOpuu B 00JacT « 0€30MacHOCTH MHPOPMAITMOHHBIX TEXHOIOTHIT».
Tunel 1 kaTeropuu uHGOPMAIUH, TPOOIEMBbI HHOOPMAITMOHHOM 3aIUTHI.
bazoBble MOHATHS MOMUTUKH OE30MACHOCTH, YSI3BUMOCTH, aTaKH, PUCKH, MOTEHIUAIbHbIE TOTEPH U
CpEICTBA 3aIIUTHI.
OcHoBHI yTipaBiieHUsT HHPOPMAITMOHHOM 0€301MacHOCTHIO.
OcHOBHbIE HOPMATHUBHO-IUPEKTUBHBIE JOKYMEHTBI, PETYJIUPYIOLIME BCE AacleKThl OpraHu3alud U
yrpaBiaeHUs: UHHOPMAITMOHHONW 0€30MTaCHOCTBIO.
OCHOBBI METOJMKH YTIPaBJICHUS pUCKaMU HH(POPMAIIMOHHOM 0€30MacHOCTH.
ba3oBble MOHATHS METOUK OIIEHKH PUCKOB MH(GOPMAIIMOHHON 0€30MaCHOCTH.
OcHoBHBbIE TpeOOBaHUs HHPOPMAITMOHHOM 0€30IMaCHOCTH.
OcHoBHbIE KpUNTOrpadhUIECKUE CUCTEMBI, aITOPUTMbI U METO/IbI NG POBaHUS HH(OPMAIIUH.
bazoBble cpencTBa 3aIUTHI ONEPALMOHHBIX CUCTEM.
OcHOBHBIE METO/IbI YTIPABJICHUSI JOCTYIIOM U YTIpaBJieHUsI IpaBaMu MOJIb30BaTENIEH.
[TpyHIMIIBI 1 METO/BI 3aIIUTHI MPOTPAMMHOI0 00eCIIeYeHHUS.
OCHOBHBIE YSI3BUMOCTH CETEBON OE30TTaCHOCTH.
Kitaccrl cpenctB ceTeBoii 0€301MacHOCTH.
OcHOBHBIE IPOTOKOJIBI Oe30macHOCTH MHTEpHET.
Apxutektypa [P VPN. Apxurektypa IPSec. Ilporokonsr IPSec. Ilporokon reHepammm u oOMer
kirouent [KE.
[TpuHUMITBI yIIpaBieHUs KIt0OYaMH MU (POBaHHUS.
ApXUTEKTYpy HHPPACTPYKTYPBI pacipeieIeHUs OTKPBITHIX KIIOUEH.
yMeTb:



[ToAroToBUTH KOPIIOPATUBHYIO MOJUTHKY UH(DOPMALIMOHHON OE30MMaCHOCTH.
[ToaroroButs KOpHopaTuBHYIO KoHIEen o nHPOpMaIIMOHHON 0€30TIaCHOCTH.
ChopmupoBaTh MoOJelNb MNOTEHIUAIBHOTO HApYHIMTENS KOPIOPATUBHOM aBTOMAaTH3MPOBAHHOM
MH()OPMAITMOHHOW CHCTEMBI.
OreHuTh pUCKH HHPOPMAITMOHHOM 0€30MaCHOCTH.
[TogoGpaThk MepBI CHUKEHUS NACHTU(OUIIMPOBAHHBIX PUCKOB HH(POPMAIIMOHHON 0€30MacHOCTH.
ChopmynupoBaTh aneKkBaTHbIE TpeOOBaHMSI K Pa3IMYHBIM KAaTErOPHUSAM KOPIOPATUBHBIX IaHHBIX U
nH(popMaIuu ¢ TOUKH HHPOPMAITMOHHON 0€30TTaCHOCTH.
Hcnonp3oBath kpunrorpadpuieckiue alropuTMbl, METOAbl U MOAXOAbl K 3alluTe KOH(UICHIIHMATbHBIX
JAHHBIX.
[ToaroroButk npoekT [loauTrku HHPOPMAIIMOHHOM 3aIIUTHl KOPIOPATUBHBIX ONEPALMOHHBIX CHCTEM.
[ToaroroButk npoekT [loauTHKYN yripaBieHus JOCTYIIOM U pacipeieIeHUeM MIpaB MoIb30BaTelNeH.
[ToaroroButk npoekT [1oTUTHKYN 3a1IUTH IPOTPAMMHOTO 00€CTIeUeHHS.
[ToaroroButh poeKT [1oMUTHKH CETEBOM 3aIMTHl KOPIOPATUBHONW MH(POPMAITMOHHON CHCTEMBI.
OcyiecTBUTh aJeKBATHBIM BBHIOOP CETEBBIX CPEACTB W METOJOB 3aIUTHI JJISi CHHXKEHHUS PHUCKOB
ceTeBoi MHPOPMAITMOHHON O€30MaCHOCTH.
[lonroroButes mpoexkt IlonuTuku  ympaBiaeHus  KIO4aMH  IUQPPOBaHUS  KOPIOPATUBHOM
MH()OPMAITMOHHOW CHCTEMBI.
[ToaroToBUTH, MPOEKT CHUCTEMBI HWHMOPMAIMOHHOW O€30MacCHOCTH  KOPIOPATHUBHOM  CHCTEMBI
MOAJEPKKU y4eOHOTO Mpoliecca BRICIIET0 Y4eOHOT 0 3aBeICHUSI.
[ToAroToBUTH MPOEKT cUCTEMbl HHGOPMAIIMOHHON 0€30MacHOCTH KOPIIOPATUBHON CUCTEMBI JIEHEOHOTO
yupexaeHus (MOJUKIMHUKA, OOJTBHUIIBI).
[ToaroroBuTh MPOEKT CHUCTEMBI MH(pOpMAITMOHHOM 0e301acHOCTH KOpIOPaTUBHOMN
ABTOMATU3HPOBAHHON CUCTEMbI KPEAUTHON OpraHU3allvy.
[ToaroToBUT, MPOEKT CHUCTEMBl HWHMOPMAIMOHHOW O€30MacCHOCTH  KOPIOPATHUBHOM  CHCTEMBI
MH(OPMaLMOHHO-aBTOMATU3UPOBAHHON CUCTEMbl HHTEPHET-KOMITAHUH.

BJIA/1€Th:

"] HaBBIKAMHU OCBOEHHs OOJIBLIOrO 00beMa HH(popMaIuy;

HaBBIKAMHU CAMOCTOSITENIHON paboThI B J1abopatopun u cetu MHTEpHET;

KyJIbTYpOi IOCTAaHOBKH M MOJAETHPOBAHUS 3a7a4 HH()OPMATHKHY;

MPAaKTUKOM UCCIIEIOBAHUS U PELICHNUS TEOPETUUECKUX U MPUKJIAIHBIX 3a/1a4;

HaBBIKAMHU TEOPETUUECKOTO aHAJIN3a PEAbHBIX 337124, CBA3aHHBIX CO CTPYKTYypaMH JaHHBIX;
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3. HEPEHEHL THNMOBBIX KOHTPOJIbHBIX 3auaﬂm”1, HCIMOJb3yEeMbIX 1 OCHKH 3HﬂHI/Iﬁ, yMe}mﬁ, HaBBbIKOB

Urto Takoe «uHbOpMaIMOHHAasI 0€301MacHOCTbY ?
B yem cocTouT MeTonuka MHPOPMATMOHHON 3aIUTHI?
UYro Takoe MOJUTUKU O€301MacHOCTH?

Pacckaxxute 00 OpraHu3allMOHHBIX CTPYKTYpax U COCTaBE CTAHIAPTU3YIOIIUX JOKYMEHTOB.

Uto Takoe kareropuzanusa? Yem OTIMYAIOTCA KaTeropuu Jpyr ot apyra? B dem orianuus
KaTeropu3aluu oT Kiaccupukaruy nHGOpMAaIim?

1
2
3
4. Kakue moaxo/apl U METOAMKH yNpaBieHus: HHYOpMaIMOHHON 6€301acCHOCTbIO BbI 3HAETE?
5
6

7. PacckaxxuTe 0 METOJMKE YIPaBICHHUS PUCKaMU B MH(POPMAITMOHHOW GE€30MTaCHOCTH.
8. Uro Takoe yA3BUMOCTH U KaK OLEHUTh MOTEHIIUAJIbHBIE OTEPH?

9. Kakwme tumbl TpebOoBaHWN HMHPOPMAIMOHHON Oe30MacHOCTH cymiecTBYoT? IlepeuncnuTs.
OxapakTepu3oBaTh.

10. Kakue Turnbl KpuntorpapuuecKkux alropuTMOB BbI 3HaeTe?

11. Yto Takoe CHMMETPHUYHBIE M ACHMMETPUYHBIE CUCTEMBI U(PpoBaHUs?

12. Yro Takoe mudpoBas noaAnuch u xaur-gysxipu. Oomiee u pazauyaus?

13. HarmmonanbHbIe (TOCY1apCTBEHHBIC) OCOOCHHOCTH KPUITOTPAUISCKUX CUCTEM?

14. IlepeuncanTh TUIIBI CPEACTB 3AILUTHI ONIEPALMOHHBIX CUCTEM?

15. OOBsSICHUTE MPUHIIMITBI 3aIIATHI IPUKIIATHOTO MMPOTPAMMHOTO 00€CTICUeHUSI?

16. IlepeuncanTp KIacchl CPEACTB ceTeBor Oe3onacHoCcTU. OXapaKkTepu30BaTh KaKIbIH U3 KJIACCOB.



17. Onummrte apxutrektypy I[P VPN mo BceM ypoBHSIM CETEBBIX B3aUMOJCHCTBUI?
18. Ilepeuncnurs nmporokossl [P VPN 1o BceM ypoBHSIM CETEBBIX B3aUMOIECHCTBUI?
19. Pacckaxure 06 apxutektype I[PSec.

20. Ilepeuncnurte Bce mpoTOKOJBI B apxutekrtype I[PSec.

21. Pacckaxkute 0 mpoTOoKoIax uaeHTudukauu B apxurektype I[PSec.

22. PacckaxuTe 0 MpoTOKOJIax mudpoBaHus B apxurekrype I[PSec.

23. Pacckaxkute 0 mpoToKoiax reHepanuu u oomena kimouerr  1KE.

24. Yto takoe wHbpacTpykrypa OTKpbIThIX Kirouei ( PKI — public key infrastructure)? Onumn-
apxutektypy PKI, oCHOBHBIE KOMITIOHEHTHI.

25. B ueM cocTOST yCIIyr'y TPEThe JOBEPEHHOM CTOPOHBI IIPU PACIIPEACICHUH KITFOUEH.
26. Pacckaxkute o0 THUNaxX yNnpaBJeHUs JOCTYIIOM U pacipeeieHus Mpas.

27. Pacckaxkure 0 6€30MacHOCTH CEPBUCOB UEIOBEKO-MAIIMHHOTO HHTEpdeiica

28. Pacckaxkure o cnenuduke moaaep KK Kpunrorpadguuecknx 0a3 JTaHHBIX.

4. Kputrepuu oneHuBaHUS

Onenka «otauunHo (10)» BbIcTaBiIseTcs OOydYaroImEeMyCsl, €CJIM IIOKa3aBIIEMy BCECTOPOHHUE,
CHCTEMaTU3HPOBAHHBIC, TITyOOKHE 3HAHMS MPEIMETa U B X0Jie Oeceibl OH BEpHO U JIETAIbHO OTBETHUII
Ha 4eTblpe (4) NpPOU3BOJBHBIX BOMNpPOCAa M3 BHIIE IPHUBEAECHHOrO mnepedHs. JleTanbHbIl OTBET
IIpeIoyiaracT BEpPHbIE OTBETHl HA BCE YTOUHSAIOLIME BONPOCHL. [1oAroToBKa M 3amiuTa MHUIUATUBHON
KypCOBOH pabOTHI SBJISIETCS MPEHUMYIIECTBOM.

Onenka «omnu4yHO (9)» BBICTaBIAETCS OOydYalOLIEMycCs, €ClIM B Xoie Oeceapl OH BEpPHO, HO HE
HCUEpIIbIBAIOIIEEe JACTATBHO OTBETHJ Ha YeThIpe (4) MPOM3BOJIBHBIX BOMPOCA U3 BHIIIE MPUBEICHHOTO
nepeyHs (MOr HE OTBETHUTh Ha HEKOTOpbIE YTOYHsomue Borpockl). [loaroroBka wu 3ammra
MHHUIIMATUBHON KypCOBOIl pabOTHI SIBIISCTCS MPEUMYILIECTBOM.

Onenka «oTaM4HO (8)» BBICTABIACTCS OOydYaOIIEMYCs, €CId B XOJe Oecelapl OH BEPHO, HO HE
MCYEpIBIBAIOIIEe JIETAIBHO OTBETHJ Ha YeThIpe (4) MPOM3BOJIBHBIX BOIMPOCA U3 BHINIE MPUBEACHHOTO
nepevHs (He OTBETUJI HA YTOUHSIONINE BOIIPOCHI).

Orenka «xoporto (7)» BBICTAaBISIETCS 00yJaronieMycsi, €CJIM B X0Jie Oecesibl OH BEPHO U JOCTaTOYHO
JeTalbHO OTBETHJI Ha TpH (3) MPOM3BOJIEHBIX BOIIPOCA W3 BHIIIE MPUBEACHHOTO TepevHs. JleTalbHbIi
OTBET TpEIoiaracT BEpHbIE OTBETHI HAa BCE YTOYHSIOIIME BOMpOCHL. [loAroTroBka W 3ammra
WHHUIIMATUBHON KypCOBOI pabOTHI SIBIISIETCS TPEUMYIIIECTBOM.

Onenka «xopomo (6)» BbICTaBIsACTCS OOydYaroneMycsi, €ciu B Xoje OeceAbl OH BEPHO, HO HE
WCYEPIIBIBAIOIIEE ETATFHO OTBETHWJI Ha TpH (3) MPOM3BOIBHBIX BOIMPOCA W3 BHIINIE MPUBEACHHOTO
nepevHs (He OTBETHJI Ha HEKOTOpPbIC YTOUYHSIOIINE BOMPOCH). [ToaroToBKa M 3amuTa WHAIUATHBHOM
KypCOBOH paOOTHI SBJISIETCS IIPEHUMYIIIECTBOM.

Onenka «xopomro (5)» BBICTaBIsETCS 00ydJalOUIeMyCsl, €CIIM B X07ie Oecellbl OH BEpPHO U JIOCTaTOYHO
JeTalbHO OTBETHJI Ha JiBa (2) MPOM3BOJBHBIX BOIPOCA W3 BBIIIE MPUBEACHHOTO NepedHs. JleTanbHblii
OTBET IIPEII0JIaracT BEpPHbIE OTBETHI HA BCE YTOYHSIOLINE BOIIPOCHI.

O1eHKa «yJOBJIETBOPUTENHHO (4)» BBICTABISETCA O0ydYaroleMycs, ecii B xoJe Oecelpl OH BEpHO H
JOCTaTOYHO AETAIbHO OTBETWJ Ha OoJuH (1) MPOM3BONBHBINA BOMPOC U3 BBILIE MPUBEACHHOTO MEPEYHS.
JleTanbHBIM OTBET MpEAIoIaraeT BEpHbIe OTBETHI HA BCE YTOUHSIONIME BONpockl. [lonroToBka u 3ammura
MHHUIIMATUBHON KypCOBOIl pabOTHI SIBIISCTCS MPEUMYIIECTBOM.

OreHka «yA0BJIETBOPUTENHHO (3)» BBICTABISCTCA 00yUaroOmeMycs, €CIi B X0Jie Oecebl OH BEPHO, HO
HE HCYEpIbIBalOIlee NeTalbHO OTBETU Ha oJuH (1) MpOM3BOJIBHBIA BOMPOC W3 BBILIE MPUBEIECHHOTO
nepevHs (He OTBETUJI HA YTOUYHSIONINE BOIIPOCHI).

O1eHKa «HEYIOBIETBOPUTEIHHO (2)» BBICTABISETCS 00yYaromEeMycs, €CiIi B XoJie Oece/lbl OH HE CMOT
OTBETUTh HHU Ha OJIMH MPOU3BOJILHBIA BOIPOC U3 BHIIIEC MPUBEACHHOTO MEPEUHs, HO CMOT OTBETUTh Ha
HABOJISIIIKE BOIIPOCHI U BOIIPOCHI C «IOJCKa3KaMU».

OreHka «HEyA0BIETBOPUTENHHO (1)» BhICTaBIsIETCS 00ydJaromeMycsi, €Clu B Xoje 0eceabl OH HE CMOT
OTBETUTH HU HA OJWH MPOU3BOJILHBIA BONMPOC U3 BHIILIE MPUBEIACHHOIO MEPEYHs, a TaK )K€ HU Ha OJIUH
HaBOJSIIUN BOMPOC.



5. Metoguyeckue MaTepuaJibl, ONpeae/siiolue Npoueaypbl OlleHMBAHUS 3HAHMI, YMEHUH, HABBIKOB U
(1JM) onbITA JeATEJbHOCTH

Bo Bpems mpoBeneHus 3aueTta 00ydaronyecss MOryT M0Jb30BaThCs IPOrpaMMOM AUCHUILINHBI, @ TAKXKE
COOCTBEHHBIMU KOHCIIEKTaMH 3aHATHI 110 IpEeIMETY.

3aueT MPOBOAUTCS IO MTOraM TEKYyIIEH AaKTMBHOCTHM B XOJA€ 3aHATHH, 3alIUThl MHUIUATUBHOU
KypCcOBOH pPabOThI, U MyTEM OpraHU3alMy CHEIHMAIbHOTO OIpOca, MPOBOJAUMOrO B MPOCTON yCTHOU
¢dopme, B Busie 6ecebl MPEnoaaBaTes U CTyIeHTa



